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Abstract number of casually accessible yet portable molaigats.
_ . _ . _ The strategy and approach in building a trusted
While mobile computing provides a potentially vastenvironment is fundamentally difficult and diffetamhen

business opportunity for many industry participaittalso  compared with more static networks.
raises issues such as security and performance paper

proposes a Local Broker enabled MobiPass architectd the case where there is a limited amount of kedge
based on our previous research outcomes. Our MebiP bout different transacting entities, a feasiblemagism
architecture can convert the unpredictable and Iy\ight at protects sensitive information _gnd _determlm .
dynamic mobile environment into a trusted busined§Ve! Of trust between those entities in the mobile
platform. By setting customised rules against gomputing n_etwork is esser_mal, as a lack of tcast_result
MobiPolicy, the Mobipass architecture enables fin@f fﬁl_lure tg_llmpler_nent busmessdrg_o_dels that b\;;;jtgp
grained access control without necessarily havipgia O_t_ IS Mo |e_e_nV|ronment. In addition, users . t e
knowledge or interaction with other encounteredipar Willing to participate as they do not have confidenn
and environments. This paper extends our Mobipakyeracting with each other.

architecture by introducing an additional elementhe |n this paper, based on our previously proposediRds
Local Broker, to enhance the architecture’s pertorce  architecture, we put forward an alternative apphotx
and efficiency. A detailed case study has beenigeoMo establish a trusted interaction in mobile computifige
explain the role that the Local Broker takes in th@ew approach introduces the new element, Local &rok
architecture. (LB) into the architecture that will enhance penfance,
flexibility and other aspects. The case study, diesd in

Keywords Mobile Computing, Ubiquitous Computing, getign 4, will clearly illustrate the architecture

Trusted Interaction
The paper is structured as follows — Section 2 iples/a

1 Introduction review of the MobiPass architecture with a brief
) ) explanation, and Section 3 describes the Local ké&ro

Recent advances in technology have provided pertahased MobiPass architecture. A case study is exahim

devices such as the mobile phone, personal digit8kction 4 and in Section 5 related work is disalisse

assistant (PDA), portable data terminal (PDT) amars  fo|lowed by future work and the conclusion in Sentb.

phone with wireless computing capabilities. Thisdkiof

wireless computing model is often referred to bg th2 M obiPass Ar chitectur e Review

generic term “mobile computing” and has alreadsginéd _ . . .

a substantial fundamental role in the businessdworl 1€ Purpose of the MobiPass architecture is to imeipile
entities to establish trusted interactions and idea fine

However, to gain wide acceptance and success Wish tgrained information access control among those

computing model, certain conditions will need to beransacting entities. The definition of trust iistpaper is

satisfied before applying mobile computing intoriéical,  defined as “a subjective expectation about otHetlsre

enterprise level system. An example of an inhibfteat  behavior” as we believe that the trusted platfosmai

deters mobile computing is that it is very diffittd build necessary and non-replaceable condition that cablen

atrusted environment among all transacting estitithin - mobile computing to achieve a higher level of sssce

a mobile environment as it is highly dynamic anq;q,nipass is a generic architecture that creatdexible

unpredictable (Satyanarayanan 2000, Ranganatt®).20 5y secure environment in mobile computing; it ban

Unlike the traditional computing environment thastatic applied to a large number of scenarios whére wuste

and closed, with fixed, well-known entities withthe ;e action is required. As the MobiPass architectu
network, mobile computing involves a large numbér o

) : dinati 4 collaborationdnait utilises and extends digital certificate technodsgito
Interactions, co-ordinations and collaborationsnaitarge provide more detailed certified information in a

distributed manner, it is not necessary to have a central

Copyright © 2007, Australian Computer Society, Iitis paper ServEr to flmpl(;r_?ent Frysteqrh!ntzr.act_g)n S\mon.g large
appeared at th&hirty-First Australasian Computer Science numbers of mobile entities. IS distributed natigea

Conference (ACSC20Q8Wollongong, Australia. Conferences criti_cal_attributg, given the.vast numbe.r of DO@WOb“e
in Research and Practice in Information Technologyl, 74.  entity interactions for which trusted interactiorush be
Gillian Dobbie, Bernard Mans, Ed. Reproduction foagemic, achieved. To clearly describe the MobiPass ardhitec
not-for profit purposes permitted provided thisttisxincluded. ~ we will use the mobile phone as an example to




demonstrate how this architecture works within ebileo in the MobiPass with different levels of trustwoniss.
computing environment. Any entity within the MobiPass architecture canaxthe

MobiPass architecture allows mobile entities whige Policies are used for different services. A custmdli
previously unknown to each other to interact an@olicy can be published by any entity to meet the
communicate in a trusted manner. In the architectine ~reéquirement for their particular service.

mobile entity only talks with and makes itself bisi to the .

trusted entity/environment which satisfies the cogsed 3 Loca], Broker Enabled MobiPass
access control rules. Architecture

The core elements in the MobiPass architecture Tare: ) )
Central Registry, MobiPolicy, Extended Certificated3.1  Architecture Overview

Authority (ECA), MobiPass and the MobiManagerAS described in Section 2, the MobiPass architectur

(Flgqre 1), for a more detailed description of Silows previously unknown entities to communicatéw
architecture and functionality, see (Steele, Ta@620a0  o,.h other in a trusted manner. However, in sorsesza
Steele 2006): the performance can be improved if we introduceeal
Broker (LB) into the architecture. As asymmetricy ke
encryption is relatively resource consuming, the
performance might be an issue for MobiPass ardhitec
- adoption (Diffie 1998, Lenstra & Verheul, 2000). <4
pub\ash/'%v @ on our current research, we have found that in ncasgs,
Hepmt where mobile entities are previously unaware ofheac
other’s existence, there is usually a broker thdsl all

¢ Central Registry ~7g,

B¢ : "lis
.\9,0,.‘% mobipass.com Ste.

N
o

Policy
Publisher

d apply these mobile entities and the broker knows howédal
. %, ;. with each other. Consider the following analogy.bBo
(T e 00575 MobiPass organised a party and he invites group of peopbavéver,
" his guests may not know each other because sotherof
Moble Phone = R:uem are Bob’s classmates while some of them are himéss
MobiManager associates and the rest of them may be his redative
Figure 1: The overall MobiPass ar chitecture Although they do not know each other, one commangth

is that they all know Bob and he knows how closdshe
. . . with each one of them (authentication). If we assuahat
Figure 1 shows that the ECA is an extension of thg o,eqts trust Bob, hence they will assign eatieroa
currently known certificate authority which

Mobip Mobip P ISSUESinimal level of trust, until they have receivedither
obiPasses. MobiPass works like a passport In Oy, mation from Bob. The same scenario happentequi
architecture which is described by XML and complie

. ; "€dften in the area of mobile computing, i.e. the thos
W'th.the. correspondmg XML schema, represen.te_d in (i’eferred as the LB in this paper) which provides t
MobiPolicy. It contains the real data describing &gpice has enough knowledge of participating neobil
particular service and/or mobile entity in relatitm a

. . D he di ) ¢ ubiaui entities and knows how to assign privileges toed#ht
certain service. Due to 'btl € |vErS|ty of ubiquitousy ohiie entities with fine grained access contrgkeleand
computing, it Is impossible to have one ur_uversaé" these mobile entities fully trust the LB (seese study
specification to model all sorts of services antities. in Section 4). This means that as long as theseilenob
hentities can establish a trusted relationship i LB,

individual services. It provides a flexible and engible that trust can be expanded across that serviceorietw

approach to describe the service and/or mobiletienti
based on relevant information for this particularvice, Based on our previously published MobiPass architec

and MobiPolicy is represented by XML Schema in ouwe have developed a variant, the LB enabled MolsiPas
architecture. MobiPolicy can be published by anyarchitecture. This architecture introduces a neamneint -
organisations for any services, but the proceduissuing the LB, and the assumption in this architecturthat the

a corresponding MobiPass is controlled by the ECA,B is fully trusted during the entire interactiofrhe LB is
which can also be the same entity as this polibjipier. the core in this architecture as it does the initia
Moreover, as there is no restriction for any orgation to  authentication and authorisation and it needs ttidee

be an ECA, a non-mandatory Central Registry iBow to assign privileges to different entities. Tk is
introduced to manage all these ECAs. It should dtech also responsible for announcing the service so wien
that the wordcentral in our architecture is only a logical MobiPass enabled device enters into the vicinitysain
concept. The implementation of a central regisag be easily discover the desired service which is being
totally distributed. The MobiManager is an extradule advertised and attempts to initiate communicatifa.
which is installed on handset devices such as thieilen improve the availability, LB can be deployed in a
phone to perform all necessary operations, for gam clustering mode which means that multiple LBs daare
sending and receiving MobiPass, parsing an incomiry single access point address and synchronise the
MobiPass, helping users to do their preferencengstand application data in real time. Also, when mobilevides
detecting other surrounding MobiPass devices. cannot communicate with the LB, devices will tryskip

In the MobiPass architecture, multiple ECAs arewadid the LB and interact with other transacting partiesctly.



An important point is that the LB only works loaali.e.,
there is no centralised broker. To establish aeduink
that facilitates interaction between devices, défe
elements are required to collaborate with eachrothe
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Figure 2: Overview of the Local Broker enabled
M obiPass Ar chitecture

Figure 2 demonstrates how the service works. MasPa
enabled devices will keep on discovering the abédla

services.

Compared to the normal MobiPass architecture, tasre
no changes in how MobiPass is applied by MobiPasssu

and is granted by ECAs. The users will still gotigh the
normal processes, i.e., first, users are requodihtl the
right MobiPolicy then fill in all necessary infortian for
that particular MobiPolicy. Next, the MobiPolicyihen

need to be sent to the ECA and apply to the MolsiPas

all information has been verified as true and geeuthe
ECA will issue a MobiPass to this user which camah
valid ECA's digital signature.

The difference with the LB based MobiPass architecis
that rather than having a direct communication \eiéich
individual mobile entity, the MobiPass enabled dewill
talk to the LB instead of directly to the targetewtity.
Additionally, the LB can act as a pure “forwarder*fully
on behalf of the involved mobile entities. It stobule

noted that the LB also holds a special role, itisge apply

a MobiPass from the relevant ECA, which indicakex it
is from the MobiPolicy publisher, and the ECA valkso

verify the relevant documents to make sure that all

information in this MobiPass is genuine. It willetih sign
this LB's MobiPass using the ECA's private key. Wiie
MobiPass is installed in the transaction entity'sbile

device, a XML schema based user interface gengratin
(Steele et al 2005) will generate

system, Xplorer,
preference settings interface based on MobiPolW&
schema and users will be required to fill in theiaps

based on the incoming MobiPass's data. For exarnnpée,

Mobile social introduction service, users can sethier

preference for their device to only look for softea

enabled device, LB enabled MobiPass devices witl no
advertise themselves; it will only discover thevess. The

LB is responsible for advertising the availablevams as
all communications are surrounding the LB, so tBewtill
keep on announcing the services with their cornedjng
MobiPolicy IDs.

Once the MobiPass enabled device has found the righ
MobiPolicy ID through the LB, the following actionsill
take place:

1 The mobile device will ask the LB to send the
MobiPass to check whether this LB is a genuine
ECA signed Broker.

2 After receiving a MobiPass from a LB, a check
will take place to assess whether or not this LB is
a Known Local Broker (KLB). A KLB is one that
has a public key already existing in the mobile
device or its MobiPass can be found in the list
containing existing trusted MobiPasses.

3 Inthe case where a LB is not a KLB, the normal
procedure for verifying MobiPasses will be
applied onto this broker's MobiPass. Once this
has been done, the LB can be confirmed as a true
LB for the advertised MobiPolicy.

4  The mobile device will send a list of supported
symmetric key algorithms such as DES or
BlowFish, it will also send out the MobiPass
which contains the user's public key, as well as
the ECA's public key and signature to the LB for
the random security number.

5 The LB will try to validate the incoming
MobiPass by evaluating ECA's signature to see
whether this MobiPass is valid, assuming that LB
has a very good knowledge of ECAs, especially
for ECA's public keys. If the incoming MobiPass
is considered as a valid MobiPass and matches
the MobiPass'’s holder, the LB will then choose a
supported encryption algorithm, generate a
security token (e.g. a large random number),
which will then be encrypted by the MobiPass
holder's public key that is extracted from the
MobiPass. The encrypted security token will then
be encrypted by the LB's private key and then
sent back to the mobile device.

6 Once the mobile device has received the
enhanced MobiPass from the LB, it will decrypt
the message by the LB's public key and the
MobiPass holder’s private key to get the original
sender’'s MobiPass and run the normal MobiPass
interaction procedure to establish the trusted
interaction.

After this, both LB and the mobile device know Hezret
key and the secret key is only shared between tivase
parties. To perform the service smoothly for iat#ing
mobile entities, a session timeout value can batséte
LB to prevent the interacting entities accidentally

engineers whose age is between 30 and 35. Once f§@PPINg out of the service. As it is not unusinttthe
preference is set, users can activate his/her Misip Mobile device may roam out of the service vicinity

enabled service on his/her mobile device. It shaidd be
noted that this LB enabled MobiPass device willgkea

temporarily, once the LB receives the incoming MRass
and this MobiPass cannot be delivered, this MolsRak

discovering any available services which match thB€ kept until the session timeout value has beaches.
MobiPolicy. On the other hand, unlike the MobiPasd Nis means that after this time, the LB will coresidhat

this transacting entity has formally quit the sessi



(service). sufficient to identity the sender's ID.

As previously mentioned, the LB runs under two n&pde The entire handshake is finished once the LB has

they are: successfully received the preference settings. rigikg
1. Forward only mode the forward mode, the LB not only forwards the Medss,
2. Access Level Control (ALC) Mode it also runs the preference check on users’ behafy

time a transaction occurs. As discussed previouster
the MobiPass has been verified, the LB will requést
encrypted preference settings from the mobile devis
the LB has full knowledge of this MobiPolicy, it \&ry
3.2 Forward Only Mode easy for the LB to check all incoming MobiPassesdér
this mode, the LB is responsible to perform the

The Forward Only Mode means that the LB will onsp  authentication and authorisation for building thested
and forward MobiPasses among mobile entities, tbéu  interaction between two mobile entities. The stéms

Depending on the current condition, the LB will fian
either of the modes, the following sub-sectiong wil
explain these two modes in detail.

operations/processing will be made. communications are explained below:

One advantage of the Forward Only Mode is that all e Receive the sender's MobiPass.

mobile devices will only communicate to the LB. @re e Decrypt the incoming MobiPass by using a
successful handshake has been initiated, there iead shared secret key with the sender.

for the asymmetric encryption anymore in ongoing e Detectthe designated device from the MobiPass
communications. The mobile device will automatigall e Look up the preference settings of this destination
discover each other, and track down the addresseTdre device, if the preference setting can not be found,
when they want to start the communication, they oeled then it will contact the designated device to
to forward the MobiPass to the LB, along with the initiate a handshake, then the symmetric key will
destination address. Once the LB receives the Misisift be shared and the encrypted preference setting
will decrypt the MobiPass using the secret key Whic will be acquired.

shared by the sender. When decryption is succéssful e If the destination device is no longer in the
finished, the LB will encrypt the MobiPass contestng network, the sender will be notified, otherwise,
another secret key which is shared by the receiver. the LB will extract all the values and compare to
Therefore during the message transmission stagyethun the receiver's preferences. If the incoming
sender, receiver and LB can read the message,saihe a MobiPass matches the receiver's preference
LB is fully trusted, it means that during the tsaation of settings, it will be forwarded to start conducting
the message, the MobiPass will be safe and theme is trusted transaction, otherwise, a request will be
need to contact the ECA to ensure that the MobiBads sent out.

the content in the MobiPass is authentic. This nalidevs  The ALC mode will greatly reduce the load of thehifme
mobile devices within the entire network to eachoh® devices, as the computational part has been sidattgss
public key encryption operation and the rest of thgansferred to the LB. As the LB is not necessasly
operations will be conducted by private key endoypt mobile device, it can in all probability easily les the
This greatly improves the performance and eases th@ad and perform the authorisation as well. In tiet
communicgtion e_specially when there are a largeb®um section, a detailed case study will be given tcarye
of transacting entities. describe the LB enabled MobiPass architecture.

When the mobile entity receives the incoming Mobk#&a
they will run the whole workflow as discussed inrou4  Case Study

previous paper, please note that even if the Malsif@s |, this section, a university community based cstsely
successfully been delivered it does not guarariieed il pe used to explain how the LB enabled MobiPass
transaction will be conducted. Interactions betweegchitecture can assist in establishing a trustestaction
devices will only be conducted when the MobiPasgs the research community is familiar with the ersity
matches the receiver's profile to present accesS@o gnyironment. It should be noted that the scopénefLi

rules. enabled MobiPass architecture is not limited to the
university environment, any environment which regsia
3.3 AccessLeve Control (ALC) Mode trusted interaction between several mobile entities

ALC mode is a more advanced mode for the LB. RathS@tisfies the requirements of the LB i.e. transactintities

than just simply forwarding the incoming MobiPass, E“gh:c. nfot "”‘;W eaCE. other but they all trust the, kin
actually runs the authentication and authorisatiorthe ~ °€nefit from this architecture.

MobiPass. These are the facts that exist in most public usities:

Once the LB and the mobile entities have finishied t e There are a large number of students in the
handshake, the LB will request the copy of the rieobi university; the number of student can exceed
device's preference for this MobiPass/MobiPolioyfite, 100,000, and many different units coexists in the
and this preference setting will be transmittedibing the university, such as faculties, departments, service
shared symmetric key between this mobile devicethad units, student unions and clubs.

LB. In this case, no public key encryption is reqdi e Most students only know a limited number of

anymore as the shared secret key and algorithm is other students in the university. However



collaborations are often required, even thougmate will be a female student, aged between 26 tgears

students/staff do not know each other.

administration unit in the university.

From these facts, we can derive that there iszadd for
a trusted interaction and it is not an easy tasfgement
such an interaction within the university as theight be
a large number of staffs and students, all withfferent
background e.g. language and culture. Moreovert ofos
them do not have a previous knowledge of each oHuwer
example, a group of students from different faesltioing
some outdoor activities together, or they are IngKor a

old, and can speak her language. Alice does not t@an

Every staff/student is supposed to trust these the traditional approach to find flat mateskse can

only gather potential flat mate's information byading
posts and there is no way to tell whether thisrimition is
true or false. Also, after she has contacted tlsteposhe
might go somewhere else with this potential flatent
find accommodations. This can happen at night aimkA
feels that it is dangerous to meet with a strangean
unknown location. So she signs onto the SSU paital
and applies for a MobiPass for the AFS. To enshee t
level of security, Alice must hold her public/prieakey
pair before applying for the MobiPass from the SSudce
she has signed in, she would found that most irddiom

flat mate to share accommodation with. A trustedpout her has already been filled and cannot befiedy

interaction is required for transactions withintal above

only the self explanation and descriptions areftafher to

mentioned cases. We will now use the Accommodatiof)|. At the same time, Alice's public key for th&FS is

Finder Service (AFS) as an example to demonstrate h
the LB enabled MobiPass architecture works.

As there are many rural, inter-state and intermafio
students in the university, it is necessary fonthe find
their own accommodation as it might not be finalhgia
feasible for them to travel to the university frdrame
everyday, so some students will go and find otteshare
accommodation. Also, due to security concerns,esttsd
like to share with other students from the samearsity;

uploaded to the SSU. Once submitting the form and
reviewed by the SSU staffs, Alice will receive alhiass

for the AFS from SSU. The message snippet is sHawn
Figure 3.

<MobiPass>
<meta>
<digestValue>RjzP...DGY8=</digestValue>
<signatureValue>=</signatureValue>
</meta>

some students even like to share accommodation with<certified>

others who have the same background or interest.

Currently the main approach which has been useathimy

universities to find a flat mate is to read notes o

advertisements posted on bulletin boards, this egaybe
dangerous as by just referring to the informatitweg out

in the post, there is no way in telling whether th

information is true. Also, as this is not a reaidi
interaction, a student will need to arrange andtméé a

potential flat mate somewhere else. This kind of

<expired>2007-08-05</expired>
<issuer>
<ECA>
<ECA-ID>124..626</ECA-ID>

<ECA-name>AFS, Univ of Techo, Sydney </ECA-name>
<publicKey>https://ssu.mobipass.uts.edu.au/afskayk/publicKey>

</ECA>
<policy>
<policy-ID>11...34</policy-ID>
<description>....</description>

e

appointment can be dangerous, especially for female

students. By using the LB enabled MobiPass ardhitec
it is very easy to enable a trusted interactiorttierAFS.

In this case, the ECA and MobiPass publisher véilltte

Student Service Union (SSU) and as students clyrent

trust the SSU; we can assume that trust will exterithe

SSU published ECA and MobiPass. SSU can provide a

online form which has an equivalent schema as thg A
MobiPolicy, and students can carry out and appiytHeir
AFS MobiPass from this portal. Students will onlg b
required to fill in extra information such as thaiterests
and hobbies, as the SSU already has part of thiersts
personal information which has
authenticated, such as their real name, gendey nzajer
and nationality. The extra information will onlytaas a
supplement to help students to find flat mates \ah®
more compatible with them and therefore certifimatis
not required. Once they have filled in the forng ESU
will generate the MobiPass for the AFS for thisistot.

For instance, Alice is a 20 years old first yeaetinational
student who is studying computing science, and ishe
currently looking for a flat mate. Alice would like share
accommodation with another female internationadlai
of a similar age and background because this mhé&es
feels comfortable and safe. Therefore her prefefiad

already been

<schemalocation>https://ssu.mobipass.uts.edu.aaghfsma.xsd</sche
malocation>

</policy>

<lissuer>

<studentInfo>
<publicKeyOfHolder>Daz==.z==</publick@jHolder>
<gender>female</gender>
<age-range>20-25</age-range>
<department>computer science</departmen
<faculty>information technology</facgit
<nationality>Chinese</nationality>

</studentinfo>
</certified>
<nonCertified>
<selfDescription><!/[CDATA...
] ] ></selfDescription>
<interests>
<element>fishing</element>
<element>reading</element>
<element>...</element>
</interests>
<smoker>false<smoker>
<hasPet>false<hasPet>
</nonCertified>
<timestamp>

easy going, nice person



<notBefore>1132622517640</notBefore> This case study has described the steps takerpigiag

<notAfter>1132622519640</notAfter> the LB based MobiPass architecture to the AFS, the

<timestampSignatureValue>skz...==z</timeg@8ignatureValue> MobiPass architecture, in this example, provides an
<ftimestamp> excellent platform for university students to firldeir
</MobiPass> accommodation and flat mates securely and effigieBy
Figure 3: M obiPass M essage Snippet for AFS using the MobiPass architecture, students can easily

distinguish potential flat mates. The scope of ptiat flat
mates is limited to university students with matchi
After receiving this AFS MobiPass, Alice importsisth profiles. Also, the communication can happen in tieze
MobiPass to her mobile phone and tries to setup tknd once they find each other by mobile phone, tzey
service correctly. We can assume that Alice alrdaaly start meeting immediately, such as in the univgssit
SSU's public key in her mobile phone, and the Molidy common area where the MobiPass-based interaction
for this AFS has been downloaded onto her mobiteph initially occurs. Students are not required to make
So Alice runs her MobPolicy setup to load her AFSppointments and meet somewhere which might be
service, and fill in all other criteria for thisrsee. Such unfamiliar and potentially dangerous to them. Athe
as: architecture is very open and flexible; it is eésyapply
Gender: Female this architecture to a more mission critical sesviD
Flat mate Age Range: 20-25 ensure that interactions will take place in a gdshanner.

Nationality: ~ {Chinese, Korean, Japanese,
Australian} 5 Related Work

Flat mate Major: Accounting, Business, MUsiC s research outcome is based on our previousmese
List of Suburbs, which are within walking on ybiquitous and mobile computing, the MobiPass

distance to the university o architecture (Steele, Tao 2006, Tao, Steele 2008) goal
» Monthly rental budget, for Alice, the limitis $150 qf thjs research is to provide a highly effectippeach to
per vyeek. . build a trusted interaction between different égditvithin
 Furnish —fully furnished etc an open and dynamic environment. There are alser oth

The service is activated once the setup is finisBedvhen researchers that have focused their efforts in emiing
Alice walks into the campus, her mobile phone willto  this issue.

find an AFS LBs to run the service. For example, AlirS - . - .
LB reception might cover the central common areiéisinv Kagal, Finin and Joshi (Ka_lgal, F|n_|n, Josh| 20023_“@590'
the university, and the LB will run the service ALC the Centgurus system which .prowde.s a fine grameésg
mode. This means that when Alice enters the canipas, controll in_their SmarF_ Office u_b|q_U|tous computing
AFS service will be up and running on her mobilem, scenario, the system utilises the distributed tapgtroach
then her MobiPass application will try to contau {_B and extequ the Role Based Access QOWOI(R_BAC) to
for the AFS service. When Alice's mobile device ha§IIOW foreign users f_rqm anc_)ther security domairbéo
found the SSU's LB, it will then try to authentiedhe LB; grante_d _the proper p_nwleges in order to gets skd@ased
initiate a handshake with the local SSU for excliagnthe on their |rr_1plementat|on, Hong and Landay (2(_)04ppﬂe
symmetric key. As the local SSU is running in Airode, the a_rchlf[ect_ure to perform th_e authen_tlca_ltlon and
the SSU's LB will also be asking for Bob's AFS smzv a_uthorlsatlpn n ub|.qU|t0.us computing by assigrigs to
pieces of information; information is associatedhwa

settings, so Alice's mobile device will send hittisgs to ) L
the SgU's LB. The SSU's LB will then act on Alidélalf policy and indicated by the tag. Park and Sand999)
proposed a concept named smart certificate forampg

and announces to the entire wireless network thegve AV : i

member has joined the network and this new membersicalab'l'ty in web SEIVErs, Wh!Ch has some Intet@siur
looking for a flat mate. After receiving the messag work. The_ _smart pert|f|cate is an extended versidn
students who are using the same service mightary %(.50_9 certificate with several remarkable featurEsese
contact Alice by their MobiPass through the LB, dhd previous _researc_h works are more focus_e_d on
SSU LB will try to authenticate the incoming Mob#2a guthgntmaﬂon Wh'ch can help Interacting entitites
for Alice, i.e, whether this sender has a valid Ralss e.qg. identify the transacting parties; howe"ef' fine ||g§ed
a student from the university. If the MobiPassa$id; the access cor;trotl IS not ::pvereg_f:ompreh(:_nswely, Ioyiieca
LB will try to match their profiles and if it matels Alice’s Very important aspect in mobiie computing.

criteria, she will receive a notification that theare people .

around who are interested to share an accommodaiibn 6  FutureWork and Conclusion

her. To build a trusted environment in mobile computitigg

This notification by her MobiPass-enabled devicdl wi MobiPass architecture is introduced to allow mobile
allow Alice to meet with potential matching student devices to be recognised by only presenting their
within a very short time in the university commaea so MobiPass and also it allows one entity to judgeeoth

that they can speak face-to-face, therefore allguitice ~ €ntities by examining their respective MobiPasses.
to make a final decision on whether the potentiadent is However, for performance considerations, a vartaat

a match. In this way, trusted interaction for melgievices introduces the LB to reduce the load for each neobil

supported by the MobiPass architecture can providi€vice has been introduced in this paper. Therabled

greater immediacy and functionality than other &tetc MobiPass architecture works under the conditiort tha
interactions. group of mobile devices do not know each other they



all have a solid relationship with the LB. Accorglito our
research, there are a large number of scenariagiich
the device has such good knowledge of the LB. Quuré
work will focus on extending the LB enabled Mobi®as
architecture to enable arbitrary MobiPass processin
real time, i.e. do not need to have manually ingubthe
ECA'’s public key, and proposing a good mechanism fo
allowing to reuse a MobiPolicy by multiple service
providers. Efforts will also be made to improve sarvice
discovery protocol, i.e., how different entitiesatiscover
each other and how to negotiate and send the MsbiPa
during the discovery. Our ongoing research will tbe
refine the MobiPolicy and to make the MobiPass
architecture generic enough to be pluggable intstmo
trustworthiness mobile systems.
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