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Abstract the time taken to perform the analysis can ofteceed

the period of the design and development phases and
Limitations in scope but also difficulties with thetherefore the analysisde facto becomes a mere
efficiency and scalability of present algorithmeseto deliverable to the customer and not a useful taplable
have so far limited the industrial uptake of exigti of improving the design. Difficulties naturally hmoe
automated FMEA technology. In this paper, we desca more acute as systems grow in scale and complexity.
new tool for the automatic synthesis of FMEAs whic
builds upon our earlier work on fault tree synteedihe
tool constructs FMEAs from engineering diagrams).(e.
developed in Matlab-Simulink) that have been augeten
with information about component failures. To gettera
system FMEA, the tool first generates a “forest”
interconnected system fault trees by traversingsjistem
model. This “forest” is then mechanically transthieto a
simple table of direct relationships between congmbn
and system failures, effectively a system FMEA. W
describe the architecture of the tool and demotesita
application on a steer-by-wire prototype. We alszulss
its performance and show that this approach caad to
efficient ways of generating useful analyses froesign

I:|'0 address those difficulties, a body of work isKimg

into the automation and simplification of FMEA. To
mechanically infer the effects of component faiture a
system, several approaches have been proposed which
opse quantitative or qualitative fault simulatiormelreader

Is referred, for example, to the work of Lehtel®4Q),

Bull and Burrows (1996), Price and Taylor (2002) atu

et al. 002). The application of these approaches have
geen demonstrated successfully mainly in the dosnain
€lectronic and electrical circuits. Despite subs&n
progress in the development of this technologyudfo
fault simulation requires domain modelling and is
therefore restricted to domains for which modelsl an
simulators have been developed to facilitate the

representations. generation of an FMEA. Thus, limitations in scopg b
Keywords model-based FMEA, fault tree synthesis, steeelso difficulties with the efficiency and scalabjliof
by-wire systems, automated safety analysis. algorithms seem to have so far limited the indaktri
uptake of automated FMEA technology. The problem
1 Introduction and background therefore persists and hence there is scope for new

. . ) approaches to the synthesis of FMEAs. One of the
Failure Modes and Effects Analysis (FMEA) is a sleal  chajienges for research is to find a generic sofyti.e.

system safety analysis technique which is currentlyne that is applicable on (so called) mechatropitesns
widely used in the automotive, aerospace and Gty hat pring together diverse technologies, i.e. raaital,

critical industries. In the process of an FMEA, 1§88 qrqjic, electrical, and programmable electronic.
compile lists of component failure modes and trynfer

the effects of those failure modes on the systeyste®n In this paper, we propose a new approach to ththegis
models, typically simple engineering diagrams, sissiof FMEAs which builds upon recent work towards
analysts in understanding how the local effects dgutomating fault tree analysis (Papadopoutts al,
component failures propagate through comple®001). In this approach, FMEAs are built from
architectures and ultimately cause hazardous sffatt engineering diagrams that have been augmented with
system level. information about component failures. The approech
only semi-automatic, i.e. some annotations mustdued

to the system model before an FMEA can be generated
However, the effort required to make these anrmtatis
compensated by gains in terms of scope. Indeed, the
proposed approach is generic, i.e. not restrictedart
application domain, and potentially applicable tcange

of widely used engineering models.

Although there is software available that assiatgireeers
in performing clerical tasks, such as forming tabéend
filling in data, the intelligent part of an FMEA quess
remains a manual and laborious process. Thus, fotfe o
main criticisms of FMEA (Hawkingt al., 1996) is that

Copyright © 2004, Australian Computer Society, Inkhis  The proposed approach and the FMEA synthesis teol a
paper appeared at théth Australian Workshop on Safety extensions to an earlier tool for the automaticisgsis of
Related  Programmable  Systems  (SCS'04prisbane. fay|t trees described in Papadopoulos and Marub@i(2
Conferences in Research and Practice in Informatlorh section 2 of this paper we outline this approach
Technology, Vol. 47. Tony Cant, Ed. Reproduction for oo .oy 3 \ve present the architecture of the tool @

demic, not-fi fit itted proditigs text i . . L . .
%Ccf?ugg_c NOTIOT Profit pUrposes permitted proditias textIs — s ction 4 we discuss an application of this toolthie



early stages of the design of an embedded vehiclaral
system.

2

In the proposed approach, FMEAs can be construct
from models developed at various stages of thegdesi
life-cycle. The models that provide the basis fbe t
analysis should identify the topology of the system.
the system components and the material, energyatar
transactions among those components. Models can
be hierarchically structured and record in différixyers

Approach

than one system failures. Thus, in general, thaltred
the fault tree synthesis process is a network of
interconnected fault trees which record logical
relationships between component and system failases
this is illustrated in figure 1. The top eventstivdse fault
es represent system failures. Leaf nodes ramrese
component failure modes while the body of interratali
events (and intervening logic) records the progagatf
failure in the system and the progressive transdbion
of component malfunctions to system failures. One
fficulty here is that in large and complex sysgefault
trees tend to grow very large which means that the

the decomposition of subsystems into more basigycture of the fault tree (i.e. intermediate dgeand

components. We should note that this type of stratt

logic) is typically too difficult to inspect and terpret

models include piping and instrumentation diagram?neaningfull)?.

functional block diagrams, data flow diagrams atttep

models commonly used in many areas of engineering the final step of the proposed process, this plem

design.

The first step in the analysis of such models is th

establishment of the local failure behaviour
components in the model as a set of failure exfmess
which show how deviations of component outputs lman

(and often impossible to interpret) body of fault
propagation logic is removed from the analysis loy a
automated algorithm which translates the network of

Ofnterconnected fault trees into a simple table éad

relationships between component and system faillines
a similar way to a classical FMEA, this table detiees

caused by internal malfunctions and deviations gh; gach component in the system and for eachréilu

component inputs. Input and output deviations safeed
in these failure expressions are described quakist
and typically represent extreme conditions suchthes

mode of that component, the effect of the failudmon
the system. The table shows whether, and how, each
failure mode causes one or more system failurestfp

omission or commission of parameters or qualitativgyents of fault trees) by itself or in conjunctiaith other

deviations from correct value (i.e. hi-low) and egfed
timing behaviour (i.e. early-late)Collectively, a set of
failure expressions that logically explain all pbks
deviations at all output ports of a component pifesia
model of the failure behaviour of the componentarnd
examination. This model can be developed once lzam t
stored in a library. For simple components, e.gsees

and actuators, such models could be re-used across

different applications to simplify the manual paftthe

analysis and the overall application of the propose

technique.

Once these local failure analyses have been imkénte
the system model, the structure of the model ia theed
to automatically determine how local failures progi

through connections in the model and cause furnation

failures at the outputs of the system. This glohal of
failure is initially captured in a set of fault @8 which are
automatically constructed by traversing the modehe
system backward moving from the final elementshef t
design, i.e. the actuators, towards system inpnis ey

evaluating the failure expressions of the companent

encountered during this traversal.

The fault trees synthesized using this approachvdtaw
functional failures or malfunctions at the outpofsthe
system are caused by logical combinations of cormpbn
failures. These fault trees may share branchesbasit
events in which case they record common causes
failure, i.e. component failures that contribute nmre

! For discussion of qualitative failure modes andirth

events. The concept is illustrated in figure 2.
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Figure 1. A network of automatically created

fault trees
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2 This is to a large extent true for all fault treesether

manually or automatically constructed. In manualltfa

application in computer system and software hazatdee analysis, though, experienced safety anaiyaisbe

analysis, in particular, the reader is referreMabermid
et al. (1995) and Ministry of Defence, U.K. (2000).

able to use their knowledge in order to structaeed

fault trees in a more comprehensible and usefulnean
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Figure 2: Synthesised fault treesand FMEA

Note that in a classical manual FMEA only the afexf
single failures are typically assessed. Thus, arartage
of generating an FMEA from fault trees is that fatges
record the effects of combinations of componentias
and this useful information can also be transfeired
the FMEA.

To accommodate this additional information, theilteasit
FMEA tables are split into two, one containing thieect
effects on the system, i.e. those effects causesirgle

3 Tool

To enable the practical and useful application hoé t
above concept in engineering design, we have dpedlo

a tool that generates FMEAs from models developed i
Matlab Simulink. Simulink was chosen as a modelling
environment because it is both a widely used erging

tool and a tool for which in the past we have depet

an automated fault tree synthesis algorithm. lukhde
noted, however, that the applicability of the pregd
technique is not restricted to Simulink models. Any
model that provides the topology of the system, i.e
components and connections, is suitable for thie tyf
analysis. In Papadopoulos and Petersen (2003), for
example, we have demonstrated synthesis of faegistr
from models of marine system designs developed in
Simulation X.

3.1 Architecture and Algorithms

Three major extensions to the original fault treetisesis
tool were made to enable the construction of FMEAs.
Firstly, the fault tree synthesis algorithm was ioyed to
allow the simultaneous synthesis of more than one
interconnected system fault trees. In a single siep
execution, the tool generates a complete set dkisys
fault trees with top events that represent all jobess
deviations of system parameters at all outputs of a
system. The second significant extension made has t
addition of a minimal cut-set calculation algorithithe
cut-sets of the synthesised fault tree trees drileted

by applying a depth-first, bottom-up traversal t&gg, in

the course of which the logic of each tree is peegively
established and then simplified using classical |Bam
reduction techniques (Semanderes, 1971). The final
significant addition to the original tool was that an
FMEA synthesis algorithm that processes all cus-$et
establish direct relationships between componehirés

and system failures in two FMEA tables (i.e. direct
effects, and effects caused in conjunction witheoth
events).

The architecture of the tool is illustrated in figtB. The
first component of the tool is a graphical useeiiféce
that analysts can use to annotate components Wwih t
failure annotations required for the fault tree thgsis.
This data becomes part of the Simulink model and is

component failures, and the other containing furthedutomatically saved and retrieved by Matlab evemet
effects, i.e. those effects caused by two or mof@e model is opened or closed by a user. Failure
component failure modes. This allows separate, eadfinotations reference only attributes of the cpording

access to the most critical information, the singtents

components (i.e. failure modes and deviations at

of failure. Perhaps more importantly, the FMEA skowCOmponent input or output ports). This means thahs

all functional effects that a particular componéaiture
mode causes. The latter is particularly useful &slare
mode that contributes to multiple system failureg).(C5
in the example of figure 2) is potentially morersfigcant
than those that only cause a single top event.igelgc
because it records the effects of combinations
component failures, this type of FMEA can, in piegt
help analysts not only to locate problems in thsigie
but also to determine the level of fault toleraimcehe
system, i.e. to determine whether the system denate

annotations can, in principle, be re-used withia same
model or across different models with the obvioesdiit
of simplifying the manual part of the analysis.

Once a model has been annotated, it is saved bpl/iat

the format of a Simulink model file. The second
mponent of the FMEA tool is a parser that intetgr

such files, and reconstructs the enclosed annotated

models for the purposes of fault tree synthesise Th

synthesis itself is performed by the third compdneh

the tool, the fault tree synthesis algorithm.

any single or any combination of two, three or more

component failures.
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Figure 3: Architecture of the FM EA tool

To generate fault trees, the algorithm performs
backward traversal from each output of the modaethe

control loops) are encountered, the failure logiotained
in the circle is only incorporated once in the sreat the
same time, a note is made by adding a special imoithe
trees which does not affect the rest of the failoggc but
clearly warns about the earlier existence of caclbgic
at this point.

To deal with hierarchical models effectively, the
synthesis algorithm was designed to perform tralers
both across the vertical and horizontal axis ofdhsign
hierarchy. Indeed, the current implementation adldhe
annotation of hierarchical structures at all leveisthe
design. Failure analyses at sub-system level gperitant

as they help to collectively capture the effectfaifure
conditions that do not necessarily require exarionaat
basic component level. If, for example, a subsyshsna
whole is susceptible to some environmental distucba
like electromagnetic interference, then the effexdt¢his
condition can be directly specified with a failure
annotation at subsystem level. This annotation, for
example, could define that all outputs of the ssbmy
are omitted in the event of electromagnetic interiee.
Such annotations would typically complement other
annotations made at the level of the enclosed coes

to describe aspects of failure behaviour at thisli¢e.qg.
the mechanical and electrical failure modes of each
component). In general, when examining the cauées o
failure at an output of a sub-system, the faultetre
synthesis algorithm creates a disjunction betweey a
failure logic specified at sub-system level andidog
arising from the enclosed lower levels. Thus, bglding
causes of failure to be described at both compoardt
sub-system level, it becomes possible to avoidtitepe

of data that would otherwise be required to describ
factors affecting entire sub-systems.

The FMEA tool is also designed to handle complaai
caused in the traversal of the model and the faiah
synthesis by the multiplexing and de-multiplexing o
flows that often exist in Simulink models. It also

course of which it evaluates the failure expressiorrecognises and handles relayed control signaiggérs)
contained in the local analyses of the componentnd the propagation of failure between compondms t

encountered during the traversal. The resultantorétof

fault trees is then logically reduced into minircat-sets.
Finally, an FMEA synthesis algorithm operates oesth
cut-sets, and in a single traversal of the cut-geterates
the two FMEA tables. In the current implementatimn

communicate remotely using implicit protocols (Data
store/Data-read pairs, for example). Such featanes
essential to make this technique applicable on ¢exnp
models and render the tool useful in industrialtegrts of
application. They have been achieved by incorpagati

the algorithm, the synthesis of the FMEA is sepatat into the tool syntactical and semantic informatadvout

from the display of tables. Indeed, an FMEA staréirst

Matlab-Simulink components. The tool, for examuian

created in memory and then an HTML generator isl useecognise “Data-read” components which are used in
to parse this store and create web pages contaitheng Simulink models to read data flows generated relyote
tables of data. The advantages of this medium declu by corresponding “Data-store” components. When such

easy distribution and display and the ability, thgb
hyperlinks, to navigate different aspects of
information.

3.2 Scope and performance

Substantial engineering work was performed to enabtrucial in

application of the general concept that we outlinbdve
on realistic system models. The tool was desigfied,
example, to recognise and handle circular paththén
model that create circular references to the saiterd
logic in fault trees. When such circles (e.g. repreing

components are encountered during the fault tree

thaynthesis, a global search is performed to locht&e t

remote “Data stores” from which potential deviatoof
system parameters may originate.

The speed and performance of the FMEA tool are also
achieving scalability and industrial
applicability. We have not had a chance yet toqrerfa
rigorous performance evaluation of the proposed
algorithms. First applications indicate, thoughattlthis
approach can lead to fast and efficient ways obgsing
useful safety analyses from system design



representations. An indication of the present perémce identification of potential design flaws; secondy t
of the tool is that it is taking a little more thamminute in  evaluate whether the analysis of a functional madeld
an average personal computer to generate an FM&A fr point out critical functions and guide the desidgnsoch
an architectural model of a steer-by-wire systerat thfunctions. Satisfaction of these two objectives ldou
contains more than a hundred components and geserahean that:

several thousand cut sets (see also case studctiors
4). This result refers to an FMEA that records effects

of up to four simultaneously occurring component
failures modes. When this limit is set at two, tiree « an effective top-down design approach could be

expensive design iterations needed to correcr®rr
late in the design could be avoided

dramatically decreases, obtaining timings in thdeoof a established in which the design of critical funoso
few seconds. To the best of our knowledge, thesedsp (and safety measures for these functions) could be
compare favourably with other results reported he t driven by the result of FMEAs performed on

literature of automated FMEA where systems havenbee increasingly more detailed models of the system
reported to take hours even when considering dmdy t
effects of single component failures. Direct congaars,
however, are not possible because the proposedagpr
leads only to semi-automatic synthesis of FMEAsilavh
most other work aims to fully automate the process.

The functional model was developed in Matlab Siruli
and was deliberately designed without any degramted
fallback modes, in order to test whether the resfuim

the analysis could help in the systematic ideratfan
and design of such modes. The model identifiestjnpu
The speed of the tool currently seems sufficientléal processing and actuator functions and how thedntiem
with relatively complex design problems in whichamong these basic functions results in the pravisib
annotated components are in the order of hundredsistem functions such as the control of steerihg, t
Problems may arise, though, in large systems @t generation of driver feedback in the form of torguethe
thousands of annotated components and may resalt irsteering wheel, and the ability to send and receive
failure logic that is composed of millions of catts. The information from and to controls in the steeringesh
most susceptible part of the tool to problems @flesés e.g. the horn.

the calculation of cut-sets, a computationally egdee
operation, and a problem where a lot of contempgora
research is focused. To further improve the spdeatieo

tool in this area, we are currently consideringngsa . y
recently proposed minimal cut-set calculation aton auto_ma_tlcally_Constructed by the safety_ analy wo
gualitative failure modes were considered during th

(Sinnamon and Andrews, 1997). The algorithm pre vsis. th . d th o ff .
processes fault trees, converting them into Bina@?ays's’ € omission an e commission of fonsl
Decision Diagrams, using ordering rules to deteentive iven the exploratory nature of the analysis, itswa

position of failure modes in the hierarchy of theet We considered that it would be ber!ef_icial (for Sim.WFa”d
hope that the improvements in efficiency that coléd ease) to aggregate value and timing failures insingle

achieved by using this algorithm will further impeothe category of coarse commission failures. Omissidoriss

scalability of the proposed techniques and uItinhyatewere' therefore, used to represent the |oss oftifurs;

enable their application in problems of industsicéle. while the = definition of commission fall_ures was
broadened to encompass conditions in which funstion

4 Casestudy are provided in the wrong temporal context or _ao'rnt_act
value. It could be argued that this reduction ie th
The method and tool are currently being evaluated tgranularity of the analysis could have a negatipact
Volvo cars in a case study of medium complexitg.(i. on the quality of results. On the other hand, thstract
hundreds of components) performed on a Matlatature of the design model meant that detailedyaisabf
Simulink model of an advanced steer-by-wire prqiety value and timing failures at this stage would hadeed
system for cars. Note that classical FMEA is tgfic Vvery little value to the analysis, hence we optedthe
applied towards the end of the design life-cycleewh simplification.
details about the components of the system and therihe
failure modes are available. Volvo, however, isgsihe
tool in a rather different way, in order to driveetdesign
of this system from the early stages of its deveiept.

he model was annotated with information about the
ocal behaviour of functions and then sixteen
interconnected fault trees and an FMEA were

resultant FMEA shows how omission and
commission failures of input, processing and actuat
functions in the model of the steer-by-wire systeamse
system level effects, i.e. omission or commissidn o
In this project, an FMEA was performed on an alostrasteering, driver feedback and other functions. A
functional model of the system. The objectives lué t classification of the severity of those effect®intarginal
experiment were two-fold: first, to evaluate whetheand catastrophic helped to identify the criticalio
application of the technique could assist the earl§auses, i.e. failures of input, processing and atotu
functions, and this in turn provoked decisions ahkibe
design of these basic functions. For example, wiesre
. o _ o the analysis indicated that the omission of a fionchad
One way to simplify the analysis of complex hietacal only marginal effects while the commission had
models, which at low levels incorporate thousandS Quaiastrophic effects, a design recommendation wadem
components, is to perform the annotation at a higheel of to design the function in a way that it fails stlehhis in

abstraction where there are a smaller number opooents or . . .
subsystems to annotate. turn led to the identification of several degradeades in




which non-critical steer-by-wire functions may failent
with only marginal effects on the system. A hiehécal
state-chart was then constructed to show how gubcef |Omission_n0rma|| |Omissi0n_standby|
transition to such modes could be achieved. Drivgn
these results, a design iteration is currently nwdg to
incorporate new degraded modes in an improved orersi
of the system model. A more detailed descriptiornhef
case study is beyond the scope of this paper. Henyvéy
illustrate the useful application of the method, digcuss
an example based on a small and manageable fragrinent
model. Figure 4 illustrates a simple standby-recpve

Network of System Fault Trees

| Omission-monitor (S) |

| Omission-output (P) | ;Q

system in which function P processes the value rgée | Omission-pvalue () |

by input function I. When omission at the outputRofs |

detected, a redundant function S is initiated f@aee P. |_Failed (P) | |_Failed () || Failed (5) |
The following expressions describe the failure dogf )

functions I, P and S (note that this logic has been Equivalent FMEA

simplified for the purposes of the example, e.@rehis

. L . Component Failure Direct effects on Effects in
no analysis of commission failures).

mode the system conjunction with

I: Omission-pvalue = Failed(l) (other events)

P: Omission-output = Omission-inpait Failed(P) I Failed Omission-normal
S: Omission-output = Omission-moni@nd (Omission- Omission-standby

Inputor Falled(S)) P Failed Omission-normal  Omission-standby
From the above expressions and the structure of the (Failed(s))
model, the safety analysis tool generates the faedts s Failed Omission-standby

and FMEA illustrated in figure 5. The FMEA showsth (Failed(P))
a failure of the input function | causes omissidrboth

the normal and standby outputs of the system and is
therefore, a critical failure. On the other handsimagle Omission-normal  Marginal

failure of P causes only omission of normal outpod Omisslon-standoy _Critical

can, therefore, be seen as less critical. Finfliyre of S

does not have any direct effect on the systemedbmes Figure5: Fault treesand FMEA for the example
significant only in conjunction with failure of Phich in
this design provides the condition that preciseiygers
the need to deploy S in the first place.

SEVERITY OF EFFECTS ON THE SYSTEM:

The above example demonstrates the ability of the
synthesis tool to detect hazardous dependencighein

The FMEA indicates that input function | is thetical ~model, i.e. component failures that may cause
element in this design, representing a hazardoggnultaneous failure of hypothetically independent
dependency between the two redundant processifgstem functions. This may seem a trivial taskfirs t
functions P and S. Failure of | is, indeed, a dicsuse of example largely because the source of the depepdenc

a critical system failure (omission of the standiyput) Very close to the affected functions but also bseahe
and should, therefore, be made unlikely by desiynthe Model and associated failure logic are very simple.
other hand, the analysis shows that an indeperidiarte ~ However, in reality, hazardous dependencies are not
of either P or S cannot cause a critical systerurkai always as simple to detect especially those orijiga
Emphasis in the design should, therefore, be plaged from remote energy and data sources which are yleepl
how to protect these two functions from common eaudlidden in the hierarchy of complex designs. Thecten

failures such as those caused by electromagnefié such dependencies is, indeed, a hard task which
interference. justifies, we believe, the provision of useful autied

support to designers and analysts.

E!fmea_simple_standhy &3 P ] 9
File Edit Wew Simulation Format Tools Help .
5 Conclusion
Safety analysis processes must evolve to deal thith
—(input output difficulties posed by increasing complexity in teckogy
allie! and tighter integration of functions in the desigh
P computer-based safety critical systems. Integrated
safety-directed design processes need to emergeaha
e | be effectively driven by the results of the assesgmin
| monitar the context of such integration, classical safetglygsis
output ——{ 2 ) techniques like FMEA should ideally be automatetd (a
—input standby least to some extent and without loss of effeceéasi to
5 enable fast and cost effective iterations of system
modelling and safety analysis that can meet thht tig

Figure 4: Example model constraints of modern production.
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assumed in the given failure annotations. Theicatibn  Papadopoulos, Y. and Grante, C. (2003): Technignes
of such assumptions becomes naturally more impioatan tools for automated safety analysis & decision

the late stages of the design process when thegrdési support for redundancy allocation in automotive
finalised. Model checking and hazard directed negstire systems, COMPSAC’03, 571EEE Int'l Conf. on
two methods that we currently consider as potemiajs Computer Software and Applications, pp. 105-110,
of verifying such assumptions. Dallas, Texas.

There is also a broad issue of how to make safetp@ Papadopoulos, Y., McDermid, J., Sasse, R. and H&ne
controlled facet of the design so as to enableyearl (2001): Analysis and synthesis of the behaviour of
detection of potential hazards and direct the desify complex programmable systems in conditions of
preventative measures. The Volvo experience suggest failure, Reliability Engineering and System Safety,
that the proposed technique is applicable on atistra  71:229-247.

functional models and results could guide the esfiant ]
of abstract designs. However, the problem is mgelPapadopoqus, Y. and Maruhn M. (2001): Model-based
automated synthesis of fault trees from Matlab-

unexplored, and further work is needed in this dios. N : .

In the context of our plans for future work, we remtly Simulink  models, DSN'01, Intl ~Conf. on
explore ways for combining this work on model-based D?pendable Systems and Networks, pp. 77-82,
safety analysis with recent advances on evolutionar Gotenborg.

computation (Densig, 1997) (Papadopoulos and Gran®apadopoulos, Y., Petersen, U. (2003): Combinirig sh
2003) in order to achieve decision support in the machinery system design and first principle safety
allocation of safety and reliability requirements the analysis, IMDC’03, 8 Int'| Marine Design Conf.,
course of the evolution of a system design. pp.1:415-426, Athens.
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