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Abstract

In this paper, we propose a new Identity-based sign-
cryption (IBSC) scheme in the standard model. Our
scheme shows an improvement of approximately 40%
reduction in the ciphertext size when compared to the
previously proposed IBSC schemes in the standard
model. Further, we argue that the previous IBSC
schemes do not provide sufficient simulation ability
in the security game. We show that with some mi-
nor overhead, we are able to correct this. The se-
curity reduction of our scheme is based on the hard-
ness of the hashed modified decision bilinear Diffie-
Hellman problem and the modified computational
Diffie-Hellman problem.

1 Introduction

Signcryption which was initially proposed by Zheng
(1997), is a public key cryptographic primitive which
combines encryption and signing as a single logical
operation. The main motivation is to lower the com-
putational and storage cost compared to performing
a sequence of encryption and signing.

Later, Boneh & Franklin (2001) gave the first effi-
cient construction of Identity-based encryption (IBE)
in the random oracle model. Its ability to derive a
public key from an identity string simplified the in-
herent public key authentication issue in public key
encryption. Thus, this naturally led the movement
towards the adaptation of signcryption in IBE set-
ting.

Since the initial work on Identity-based signcryp-
tion (IBSC) by Malone-Lee (2002), there have been
numerous IBSC schemes proposed in the random or-
acle model (Barreto et al. 2005, Boyen 2003, Chen &
Malone-Lee 2005, Chow et el. 2003, Libert & Quisqua-
tor 2003, Libert & Quisquater 2004, McCullagh &
Barreto 2004, Nalla & Reddy 2003, Yuen & Wei 2005,
Zhang, Gao, Chen & Geng 2009, Zhang, Yang, Zhu
& Zhang 2010). Although the random oracle model
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is an accepted proving methodology and enables effi-
cient constructions, it has also been criticized due to
its practical issue that the security of a scheme can
be broken when an idealized hash function is replaced
with)a real world hash function (Goldwasser & Kalai
2003).

However, constructing a secure IBSC scheme in
the standard model is non-trivial and many previ-
ous attempts have resulted in failures. For instance,
Ren & Gu (2007) proposed the first IBSC scheme
in the standard model which was later shown to be
broken by Wang et al. (2010). Yu et al. (2009) pro-
posed another IBSC scheme in the standard model.
Again, Zhang (2010) and Jin et al. (2010) indepen-
dently showed that Yu et al.’s scheme is broken and
attempted at correcting the security flaw. However,
it turns out both of these attempts have failed (see
Section 2.7 for details). Thus, it still remains as an in-
teresting problem to construct a secure IBSC scheme
in the standard model.

1.1 Contribution

In this paper, we propose a new IBSC scheme in the
standard model. Our contributions can be divided
into efficiency improvement and stronger security re-
sult.

Efficiency improvement: Our scheme performs
similarly in terms of computational cost com-
pared to that of Jin et al. (2010) and Zhang
(2010). In terms of ciphertext size, we reduce
it by approximately 40% compared to the previ-
ous schemes. This is due to the complexity as-
sumption that we rely on called the hashed mod-
ified decision bilinear Diffie-Hellman assumption
which enables us to remove the inclusion of an
extension field element from the ciphertext.

Stronger security result: Our security  proof
shows a stronger result than those of the
previously presented IBSC schemes (Jin et al.
2010, Yu et al. 2009, Zhang 2010) in the
standard model. In the previous schemes the
simulator aborts during the security game when
the adversary issues failing queries, which are
signcrypt/unsignerypt queries for which the
simulator is unable to generate the private
keys. This is due to the simulation abort during
extract queries in Waters IBE (Waters 2006)
which is also used in their schemes. Although
the abort does not affect the CPA security of
Waters IBE, this allows an adversary to trivially
distinguish a simulated envrionment from a real
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environment if used directly to provide CCA
security as in the previous IBSC schemes. For
instance, the reduction requires the challenge
identities fixed at the challenge phase be the ones
for which the simulator is unable to generate
the private keys. Then, in phase 2 the adversary
can simply issue signcrypt/unsigncrypt queries
involving the challenged identites which will
always cause the simulator to abort. We stress
that failing queries should be answered and we
achieve this at the cost of an additional group
operation in each of signcrypt and unsigncrypt,
and a group element in the private key.

1.2 Organization

The rest of this paper is organized as follows. In Sec-
tion 2, we introduce the necessary background mate-
rial. Then, in Section 3 we present our scheme fol-
lowed by its security proof in Section 4. Next, we
give an efficiency comparison in Section 5 and finally
conclude in Section 6.

2 Preliminaries

2.1 Identity Based Signcryption (IBSC)
Scheme

An IBSC scheme consists of the following four algo-
rithms (Malone-Lee 2002).

Setup(1%): Given 1X for a security parameter K €
Z*, outputs the system public key M, and the
secret key Mgy.

Exract(u): Given an identity u, outputs the private
key dy.

Signerypt(dy,,up, M): Given a message M, a re-
ceiver identity up and the private key of a sender
du,, outputs the signcryption CT.

Unsignerypt(ug, dy,, CT): Given a ciphertext CT,
the sender identity u4 and the private key of the
receiver d,, outputs the original message M or
1.

2.2 Security Model

We restate the two security requirements for an IBSC
scheme namely, message confidentiality and unforge-
ability which appear in (Malone-Lee 2002).

Confidentiality: In order to achieve confidential-
ity, an IBSC scheme must provide indistin-
guishability of identity-based signcryptions under
adaptive chosen ciphertext attack(IND-IBSC-
CCA2), which is a natural adaptation of indistin-
guishability of encryptions under adaptive cho-
sen ciphertext attack for public key encryption
schemes. Now, we describe the game which is
played between a challenger C and an adversary

Setup: C runs Setup(1*) for a security param-
eter K € Z* and passes the system public
key My to the adversary A and keeps the
master secret My to himself.

Phase 1: A may issue a polynomial number of
the following queries:

Extraction queries on u;: Given
an identity  wuj, C  computes
dy, = Extract(u;) and gives the
generated private key dy, to A.

Signcrypt queries on (u;,u;, M):
Given a sender identity u;, a receiver
identity u; and a message M, C gener-
ates the ciphertext CT and passes it to
A.

Unsignerypt queries on (u;,u;, CT):
Given a sender identity u;, a receiver
identity u; and a ciphertext CT, C
unsignerypts it and passes the result
to A.

Challenge: A chooses two messages My, M,
and two identities us,up on which he
wishes to be challenged on. Note that the
choice of uy is flexible where as uj; must be
an identity for which A has not asked the
private key for.

Phase 2: Same as Phase 1, except that
A is not allowed issue the fol-
lowing  queries  Extract(uj)  and
Unsigncrypt(ug, uf, CT).

Guess: Finally, A outputs its guess bit b’ and
wins the game if b’ = b.

Definition 1. We say that an identity-based signcryp-
tion scheme is IND-IBSC-CCA2 secure if no polyno-
mially bounded adversary has non-negligible advan-
tage in the game described above.

Unforgeability: Similar to confidentiality, existen-
tial unforgeability of identity based signcryptions
under chosen message attack (EUF-IBSC-CMA)
is a natural adaptation of existential unforgeabil-
ity under adaptive chosen message attack for sig-
nature schemes.

Again the game is played between a challenger C
and an adversary A.

Setup: C runs Setup(1%) for a security param-
eter K € Z* and passes the system public
key My to the adversary A and keeps the
master secret M, to himself.

Attack: A may issue a polynomially bounded
number of the following queries:

Extraction queries on u;: Given an
identity u; runs d,, = Extract(u;)
and gives the generated private key dy,
to A.

Signcrypt queries on (u;,u;, M):
Given a sender identity u;, a receiver
identity u; and a message M, generates
the ciphertext CT and passes it to A.

Unsignerypt queries on (u;,u;, CT):
Given a sender identity u;, a receiver
identity u; and a ciphertext CT,
unsigncrypts it and passes the result

to A.

Forge: Finally A outputs (CT*,u%,ug), where
u’, is not an identity for which A issued
extract query during Attack. A wins if
Unsignerypt(u’,dy,,CT") does not re-
turn L. Note that there is no restriction
on up unlike u%.

The advantage of A is Adv(A) = Pr[A wins].

Definition 2. We say that an identity-based signcryp-
tion scheme is EUF-IBSC-CMA secure if no polyno-
mially bounded adversary has non-negligible advan-
tage in the above game.
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2.3 Bilinear Maps

Let G and Gr be two multiplicative cyclic groups of
prime order ¢. Let Z; denote the set of all non-zero

integers modulo prime q. A mapping e : GxG — Gr,
satisfying the following properties is a bilinear map.

Bilinearity: Vgi,90 € G,a,b € Z: e(gd,g5) =
e(g1, 92)"".
Non-degeneracy: e(g1,g2) # 1.

Computability: e is efficiently computable.

2.4 Complexity Assumptions

Assumption 1 (Hashed Modified Decision Bi-
linear Diffie-Hellman (HmDBDH) (Gagné et al.
2010)). Let H : Gr — {0,1}"=Fl9l x Z* be
a hash function. Given the two distributions
(9,9%,9% 9" g%, H(e(g,9)*)) € G x {0, 1}"mHlol x
Z; and (g,9% ", g, ¢°, R) € G5 x {0, 1} 191 x 7,
where n,, denotes plaintext length, n, denotes iden-
tity string length, ¢ is a generator of G, a,b,c €g
(Z%)?, R er {0, 1}nmtlel x Zy and e(g,g) € Gr. The
HmDBDH problem is to distinguish the two distribu-
tions. We define the advantage e of an adversary B
in solving the HmDBDH problem as,

Pr[B(G,Gr,e,9,9%, 9% , 9", g% H(e(g,9)*)) = 1]
_Pr[B(G,GTa e g, ga7ga27gb’ gcv R) = 1]7

where the probability is over randomly chosen
a,b,c, R. We say the HmDBDH assumption holds
if € is negligible for all adversaries B.

Assumption 2 (Modified Computational Diffie-Hell-

man(mCDH)). Given <g,g“,g“2,gb> € G*, where g
is a generator of G and a,b €g (Z})?, the mCDH

problem is to compute g.
We define the advantage ¢ of an adversary B in
solving the mCDH problem as,

PI‘[B(G,GT, e7gagaaga agb) = gab)L

where the probability is over randomly chosen a,b.
We say that the mCDH assumption holds if € is neg-
ligible for all adversaries B.

2.5 The Hashed Modified Decision Bilinear
Diffie-Hellman (HmDBDH) Assumption

The HmDBDH assumption first appeared in (Gagné
et al. 2010) is inspired from the hashed Ditfie-
Hellman (HDH) problem by Abdalla et al. (Ab-
dalla et al. 2001). The HDH problem states that
it is hard to distinguish between the two distribu-
tions (g, 9% ¢°, H(9*)) and (g, ¢, ¢°, R), where a,b
are random numbers between 1 and the size of the
group, and R is a random element in the range of the
hash function H.

The HmDBDH assumption is then obtained by
directly applying the HDH problem to the modi-
fied decision bilinear Diffie-Hellman (mDBDH) prob-
lem by Kiltz & Vahlis (2008). As noted in the
work of Abdalla et al. (2001), the HDH assump-
tion is weaker than the DDH assumption and analo-
gously, the HmDBDH assumption is weaker than the
mDBDH assumption.

Moreover, we assume the existence of the hash
function H : Gr — {0,1}" x Z7, where n de-
notes a bit-length. This can be realized by taking
a cryptographic hash function H' : Gr — {0,1}" in
conjunction with a pseudorandom number generator
(PRNG). Then, the output of H' can be used as the
seed to the PRNG. Note that our scheme requires
n = nm, + |g| which is may be larger than what is
provided by a standard cryptographic hash function
(eg. SHA-2 supports upto 512 bits). Skein (Ferguson
et al. 2010), which is one of the finalists in the NIST
hash function competition for the SHA-3 standard,
supports arbitrary output size and can be useful for
our purpose.

2.6 Target Collision Resistant Hash Function
(TCR)

Let M and {0,1}"™ be finite sets where n is an inte-
ger and let K be a key space. Then, target collision
resistant hash functions are a family of keyed hash
functions {TCRx : M — {0,1}" : K € K}. We say
such hash functions are target collision resistant if
any polynomial-time adversary A has only a negligi-
ble advantage in the following case: Given a message
M € M, find another message M’ € M such that
(M’ £ M) A (H (M') = Hy (M)).

We define the advantage etcr of A against TCR as

etcr = Pr[A finds a collision in TCR].

Constructing target collision resistant hash functions
is considered to be relatively easier than constructing
collision resistant hash functions where an attacker
is required to find any pair of messages M, M’ such
that Hx (M) = Hix(M'). Although we do not discuss
here in detail, it has been shown that target collision
resistant hash functions can be built from standard
hash functions (Bellare & Rogaway 1997).

2.7 Attacks against IBSC schemes by Zhang
and Jin et al.

In the following, we describe how the security of the
IBSC schemes by Zhang (Zhang 2010) and Jin et al.
(Jin et al. 2010) can be broken. For details of their
scheme, please refer to their original papers.

2.7.1 Zhang’s scheme

In Zhang’s scheme, A is able to correctly distin-
guish which message has been encrypted as fol-
lows. In the security game, A submits two mes-
sages My, M. Then, B randomly chooses a bit b
and encrypts M}, to generate the challenge ciphertext
CT* = (CT},CT;,CT5,CT,,CT:, CTg). A upon re-
ceiving CT™, simply guesses b = 0 and computes R’ =
CT1/Mpy. Next, A further computes ¢’ = TCR(M ||
R") and m" = Hy(g""hCTé). Then, A checks if
e(CT5,g) = e(g1. go)e(H, (), CT2)e(H (m"), CTs).
If the verification succeeds, then the encrypted mes-
sage was M, otherwise M;.

The fundamental reason why Zhang’s scheme is
insecure is that the value of R, which is supposedly
only computable by using the private key of the in-
tended receiver, is trivially computable by A. Once
A obtains R, then A has all the necessary compo-
nents to create a valid signature. Then, A can use its
verification result to distinguish the correct message.
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2.7.2 Jin et al.’s scheme

In Jin et al.’s scheme, A can break the IND-IBSC-
CCA security of the scheme as follows. Let CT* =
(CT7,CT5,CT5,CT,,CTZ) be the challenge cipher-
text created given by B. Then, A successfully creates
a forgery by choosing a random ' € Z, then com-
puting CT' = (CT},CTh, CT4, CT,H,(u)"”,CTLg").
Since CT' # CT*, A may issue an Unsigncrypt
query on CT’ which will cause A to abnormally abort.

3 Owur Scheme

We now describe our IBSC scheme in the standard
model. The security of our scheme is based on the
hardness of HmDBDH problem and mCDH problem.
Note that n,, and n, denote the maximum length of
a plaintext and an identity respectively.

Setup(1%) : Given 1¥ for a security parameter K €

Z™*, generates the system public key M, and the
master key M, as follows:

1. Generate two groups G, Gr of prime order
q and a bilinear map ¢ : G x G — Gr.
Choose a secret s €g Zj.

Choose three generators g,g2,h €r G
Compute g1 = ¢°,Y = e(g1,92)-

Choose v/, uq, ..., un, €g G.

Choose m', my,...,my,, €r G.

N o ok N

Choose a cryptographic hash function
which satisfies the HmDBDH assumption

H : Gy — {0,1}"m 9l x 7.

8. Choose a target collision resistant hash
function TCR: G — Zj

Finally, the master public key M, and the mas-
ter secret key for the system are as follows

Mpk: :<an7GT7€agaglag27 h7 ’LL/,U/l, vy Uny s
m',my,....my,, Y, H TCR)
Msk :<S>

For notational convenience, we further define the
following functions.

o Let 4 C {1,...,n,} denote the set of all 4
for which u[i] = 1, where u[i] is the i-th
bit of the identity string u. Then, H, :
{0,1}" — G on u is computed as H,(u) =
w'" T, uit. For simplicity, we will denote
the output of H,(u) as gy.

o Let M C {1,...,n,} denote the set of
all j for which M[j] = 1, where M[j] is
the j-th bit of the Message M. Then,
H,, : {0,1}"™ — G on M is computed as
Hyp (M) = m'[[;cpm;. For simplicity, we
will denote the output of H,,(M) as gps.

Extract(u): Given an identity u, generates the cor-
responding private key d, as follows:

1. Choose ry €r Zy.

2. dy = {d(u,o) = g5 - (gu)™, d(u,l) =
g"'u’ d(u,2) = hTu}_

Signcrypt(M,dy,,ug): Given a message M, a
sender’s private key dy, and a receiver identity
up, outputs the signeryption CT as follows:

1. Choose r,7" € Z;.

2. (hi,hy) = H(Y").
3. ¢ = TCR(g").
4 Z=g" Hyp(M 1) - du, 0)-
5. t=TCR(g").
6. CT = (979" (gup - B)".(M || Z) @
b1, dus 1))
Unsignerypt(CT,u4,dy,): Given a  ciphertext
CT = (CTy,CT,,CT3,CTy,CTs5), a sender

identity ua and a receiver’s private key dy,
unsigncrypts as follows:

1. t = TCR(CTy).
Cled(uB,O)'(d(uBQ))t)
e(CTa,dup.1))
e(g".95 - guzl h"B")
e((guB'ht)TngruB)
=e(g". 93)-
(h1,he) = H(Y).
(M| Z)=CT4@ hy.
7' =7 g .
t' = TCR(CTy).
Test if e(Z',9) =Y - e(CTo, Hpn(M ® 1)) -
e(CTs5, gu, ) and if it holds, output the mes-
sage M, otherwise 1.

9 vy =

NSOtk

4 Security Proof

In this section we prove the security of our scheme
using a series of games. More precisely, we have two
sequences of games Game 0 to Game 8 and Game’ 0 to
Game’ 8, where we prove confidentiality and unforge-
ability respectively. Each game (eg. Game 0, Game
1, etc) played is complete in the sense that an adver-
sary will interact with a simulator from Setup phase
to Guess phase as defined in the security model. For
conciseness however, we will only describe the new
changes made in each game. We define &;, &] to be
the events that B outputs its guess 8 = 1, in the
respective i-th games.

Theorem 4.1. If there ezists a polynomial-time
IND-IBSC-CCA2 adversary A against our scheme,
then there exists an algorithm B which can break the
HmDBDH assumption. Specifically, for an adversary
A with an advantage € and running time t which may
issue at most Qg Extract queries, B has an ad-
vantage of at least egmpppy in solving a HmDBDH
problem in time at most t'.

. S €T
HmDBDH — 8QE(nu+1)7

t' <t+0(e (e A in(A\) ™))

Proof. The theorem is proved via a series of games
from Game 0 to Game 8. To start with, Game 0
where the scheme is simulated exactly as described
in Section 3 is presented. Then we transit through
the subsequent games based on various events (eg.
simulation abort, hash collision, etc). We conclude
the proof with the overall probability calculation of
the advantage and the running time of our simulation.
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Recall that the HmDBDH problem is to
distinguish between two probability distributions

(9:9% 97 ", 9% H(e(g,9))) € G® x {0,1}Flal x
Z; and (g,g% g°*,g", g%, R) € G® x {0, 1} +l9l x 77
We assume that the secrets a, b, ¢ are known to B ini-

tially. Then, in sequel games, B will gradually forget
the secrets and instead they are available in the forms

of g%, g%, ", ¢° only.

Game 0

Let A be an adversary and B be a simulator. We de-
fine Game 0 to be an interactive game between A and
B. In short, B will behave as a KGC in our scheme
described in Section 3. Thus B has no limitation in
serving the queries made by A in Game 0 since it
knows the secret exponents a, b, c explicitly. Let &
be the event that b = b’. Then, by definition A’s
advantage in Game 0 is |Pr[&] — §|.

Game 1 [Transition based on hash collisions]|

In Game 1, the simulation is performed identically
to Game 0 except for the case when a hash collision
occurs. We say that a hash collision has occurred
when (CT; # ¢°) A (TCR(CTy) = t*)). We define
HASHABORT to be the event that the simulator
aborts due to a hash collision. The simulation envi-
ronment remains indistinguishable from the view of
A until HASHABORT occurs. Thus due to the dif-
ference lemma (Shoup 2004) we have,

IPr[€o] — Pr[&1]| < Pr[HASHABORT] (1)

Also, we have an adversary against TCR which suc-
ceeds with probability of at least Pr[HASH ABORT.
Then,

Pr[HASHABORT] < ercr (2)

Game 2 [Transition based on change in the sys-
tem public key 1]

In Game 2, B modifies the system public key M as
follows.

Setup: B sets an integer, m = 4Qg, where
Qg is the number of extract queries,
and chooses an integer, k,, uniformly at
random between 0 and n,. B defines

. three functions F,(u) =
(g —mky) + 2" + Zieu z; (mod ¢q), J,(u) =y +
Y icu ¥i (mod q), Ky(u) =0, if 2" + >, 2 =
0 (mod m), otherwise 1.

.T/,f, y/ag €R 7y

B sets h = g1-g%, where a € Z;,. B then assigns

g¥ - g7", where t* = TCR(g°)
and uTg5' - g¥". Finally, B replaces the parts
of the system public key M,; with newly com-
puted (u',uq, ..., up,,m',my,...,m, ) and keeps
the functions F,, Jy, Ky, Fy, Jm, K, internal to
itself.

B further chooses k,, randomly between 0
and n,, and defines m’' = gg_k’”’m+”/ c g,
m; = g5 - g¥, where v, T, w, W € Z,.
Further B defines three functions F,,(M) =
(¢ = mbkm) + 0" + 3 i pq vi (mod g), i (M)
w' + > cpmwi (mod q), K (M) = 0,if o' +

> iem i =0 (mod m) otherwise 1.

’ q—kom+z’
U = g

The changes made in M, as above does not af-
fect the view of A and hence the simulation remains
indistinguishable from Game 1. Therefore,

Pr[&] = Pr[&;] (3)

Game 3 [Transition based on simulation abort]

Let Qg be the maximum number of Extract queries
A may issue. Further, let F} denote the event that
A issues an Extract query on an identity u such that
K, (u) = 0 and let F, denote the event that A chooses
the challenge identity uj such that F,(uj) # 0.
Then, we define the event forced abort F,, : Fy V Fy
and

Qe
Pr[ﬁFfor] =Pr [/\ Ku(uz) = 11

- QE
/\ Ku(ui) = 1‘|

=1

-Pr |Fy(up)=0

We also define n = Pr[—F},,] and put A as a lower
bound on 7.

Lemma 4.2. The probability of simulator not abort-
. : _ 1
ing by the guess phase is at least A = Sr305

The proof of this lemma is postponed until Section
4.1.

As discussed by Waters (2006), artificial abort, de-
noted as Fj,, is required to ensure that the sim-
ulation abort occurs with almost same probability
(1 — X) over all possible sets of Extract queries made
by A. Let i = uy,...,ug, be the set of identities
queried for Extract during Phase 1 and Phase 2. We
define the function 7(X’,d,u*), where X’ is a set
of simulation values z’, x1,...,z,,, as 7(X',4,u*) =
0, if =F, otherwise 1. We consider the probability
over the simulation values for a given set of queries,
u,u*, as n = Prx/[r(X’,d,u*) = 0]. B estimates
7" by sampling O(e 2In(e~H)A7n(\)71)) times the
probability n by choosing a random X’. Then, if
n’ > X, B will abort with probability "n_,)‘ and take
a random guess. Otherwise, B will continue to Guess
phase as usual. Note that fixing X', u, u* gives the
adversary the fixed view of the simulation.

Lemma 4.3. If the simulator takes
O(e 2Iin(e HA"Hn(A™1)) samples when comput-
ing the estimate 7/, then
Pr(&] — 1| e
el 2 _ <z
y Pri&sl =3 =3

The proof of the above lemma is postponed until
Section 4.2. Note that readers who are familiar with
the work by Kiltz & Galindo (2009) may skip this
proof as this is identical to the proof of Lemma A.3
in their work.

Game 4 |Transition based on private key
derivation

B answers private key queries made by A as follows.
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Extract Queries: Given an identity u, B chooses 5. Computes the signature Z as follows:

e ER ZZ and computes d, as follows :
— I (M) /

7 Fo (M’ "N
Fm (M) (92 (M) L gIm(M ))

—Ju(w) -1 Z :gh2 " 01
duy = { 'gﬁuad(u,l) =91 g9,

d(u,O) — glFu(u) F(u) Tu o
B . (gJu(UA) .gl—t )
diu2) = (A2 - g7) T - (g 'ga)m}'

Fo (M’ Y Fon 0179
=g" - g5 - (92 (M) gm (M >) i
Letting 7y = ry — %M gives us , " o
u FTVL M ! ¥
. (92 ( ) ,ng(M )) . (gJu(uA) .gl t )
7FJ“((‘;) Ft’(f) r o
d =g, " A . giu Fp (M’ N T Fm (31
(1,0) 917] N 2t Ju ) =gh2 . g (92 (M) g Im (M ))
R v o e ey Fu(u)  Jou(u) —t*) u 9
=01 "9 '(92 g "9 =\
. : (gmuu g7t )
o Fy(u) Ju (u) —t*\ Fu(w .
=95 - (92 "9 "91 ) . AT
. :ghz _géz . Hm(M/)r . (gJu(UA) 'gl_t ) ’
. Fu(u) L gdu() | —tT b
92 g 91 here 7 , a
where 7 =1’ — ————.
_a TvT LW Fn (217)
=92 * Ju
=g - gflu7 ¢" is computed as follows:
-1
_ Fu(a) W — U Ty — oTu [t S , —a ’ ’ a -
d(u,l) _glF '97 = gr Fu(u) = gT ’ glFm(M’) .gr :gFm(M’) _gr =g T (M7 :gr
—1
d :A-ga Fu(u).g.garu
(w2) =(Az-6) . (919" 6. t = TCR(g").
=(g1-9%) 7 - (g1-g%)"™ T.CT = (g™ (gup - W)\ M &
:(gl .ga)’““*W hlaZagr >
=h"u, Remark 4.4. gT'” must be fixed for each identity
since it corresponds to a part of a user’s private
B can perform this computation if and only if key in the actual scheme.

F,(u) # 0. Since we choose ¢, m, k, such that ) )
q > mk,, the only condition that F},(u) = 0 can Unsignerypt queries on (up, CT = (CTy, ..., CTg)):

occur is when mk, = 2’+&. Notice that K, (u) # There are three cases:
0 is the sufficient condition for F,(u) # 0, since (CTy # CTY = C*) A (TCR(CTy) = TCR(C)):
Ku(u) # 0 implies mk, # o' + & Thus the B aborts due a hash collision. Note that we
simulator will only continue when K, (u) # 0. have bounded the probability of this abort
in Game 1.
4 ins indistinguishable fi
andG}?giie, remains indistinguishable from Game 3 K(up) £ 0: Rt/lns Extract(uz) and unsign-
crypts CT' as usual.
Pr[&3] = Pr(&4] (4) Otherwise: B unsigncrypts as follows:
1. Computes Y as follows:
Game 5 [Transition based on
Signcrypt/Unsigncrypt computation] T (t—t*)~!
In this game, B answers Signcrypt/Unsigncrypt Y =e (LWB)BM,%)
queries made by A as follows. Note that B is able to Ty -CTY

answer the queries without the explicit knowledge of (t—¢)~1

a,b € Z. (gl—t* .g.fu(us))r Rt
. . =¢ rJu(up) rot 1 92
Signcrypt queries on (u4,up, M): There are two 9 9
cases: -
—t* Ju t t B
K,(uy) # 0: B runs Extract(us) to generate B "ogTeun)r. gl gotr %
the private key for uy and signcrypts M as grJu(us) . grat ’
usual. -
Otherwise: B signcrypts M as follows : —e <g1—t*7' .g?) =e(gl, g2)

1. Choose r,r'r" €r Z;.

2. (hy,hy) = H(YT). (h1,he) = H(Y).
3. ' = TCR(g"). Z=CT5-g 7",
4. Repick 7’ and restart from Step 3 until M=CTy® .

t' = TCR(CTy).

Testife(g, Z) =Y -e(CTa, Hp(M®t))-
e(gu,,CTg) and if it holds, outputs the
message M, otherwise L.

K, (M') #0, where M' = M & t'.

S Guk N
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Remark 4.5. The importance of the simulator being
able to answer signcrypt/unsigncrypt queries when
F,(u) = 0 has been overlooked in many previous at-
tempts (Jin et al. 2010, Yu et al. 2009, Zhang 2010).
For a security reduction to go through, given the chal-
lenge identity uj it is required that F,(uj) = 0.
However, the simulators in the mentioned papers are
not able to answer any sigincrypt/unsignerypt queries
involving u} and simply abort when such cases oc-
cur. This behaviour of the simulator clearly enables
an attacker to distinguish the simulated environment
from the real environment.

Game 5 remains indistinguishable from Game 4
and hence,

Pr[&4] = Pr[&5] (5)

Game 6 [Transition based on change in the sys-
tem public key 2]

We now assume that a, b € Z; are no longer available
to the simulator B as plain integers. Instead, they are

available in the form of A; = g%, Ay = ¢, B = g".

Setup: B sets g1 = A1,90 = B and Y = ¢e(g1,92)-
Then, B replaces the parts of the system public
key My, with newly computed (g1, g2,Y").

The changes made in M, as above does not affect
the view of A. Therefore,

Pr[&5] = Pr[&] (6)

Game 7 [Transition based on challenge cipher-
text computation]

We now assume that ¢ € Zj is no longer available
to the simulator B as a plain integer. Instead, it
is available in the form of C = ¢¢ in addition to
(21,22) = H(e(g,9)?*¢). Then, we show how B con-
structs the challenge ciphertext as follows.

Challenge: A commits the challenge identities
(ug,uy) and a message M. If (F,(uf) # 0)
then B aborts and outputs a random guess as the
solution. Else, B returns the challenge ciphertext
CT" as:

r’ €ER ZZ,
' =TCR(g"),
7 = gz2 . Hm(Mb ® t/)r/ . d(uA,O)7

= <07 gT/) (gJu(U*B) : g;t
Z, s )-

Note that we can
* * «\ €
(9‘]"(“’3) it ! )

« g * «\ € * %y C
(gJu(uB) .gl t . gi . gat ) = (gJu(uB) .gat ) .
dwuy,0) and dy, 1) are obtained by running
Extract(ua) assuming that Fy,(us) # 0. Oth-
erwise, we can use the same technique as how
we answer Signcrypt queries in Game 5.

* * c
ht) ,Mb@Zl,

compute CTj3 =

since CTs

Game 7 remains indistinguishable from Game 6
and hence,

Pr[&6] = Pr[&7] (7)

Game 8 [Transition based on challenge cipher-
text replacement]

B simply replaces CT; and CT; with random bit
strings. Thus we have,

Prlgs] = ®)

The only difference between Game 7 and Game 8 is
the computation of CTj, CT;. It is easy to see that
this is equivalent to distinguishing between a well
formed HmDBDH instance and a random instance.
Hence,

|Pr[&7] — Pr[&]| < €ewmbDBDH (9)

Analysis

We have computed partial probabilities of indistin-
guishability between games. We now combine the
these probabilities to compute the overall advantage
€ of an adversary A running in time ¢, which is at
most,

e = [Pr[&)] — ’ (by definition) (10)
1 .
< |Pr[&] + ercr — 2‘ (from equations 1, 2) (11)
1 .
=|Pr[&)] + eTcr — 2‘ (from equation 3) (12)
Pr(&;] — 1
Pr[&y] — 1
_ # + etcr| (from equation 4) (14)
Pr[&s] — 3
_ % + etcr| (from equation 5) (15)
Pr[&) — %
_ % + etcr| (from equation 6) (16)
Pr(&7] — 3
_ % + ercr| (from equation 7) (17)
Pr[&] +
- (5] GH;\nDBDH + ercr| (from equation 9)
(18)
— Gflm"% —+ ETCR‘ (from equation 8) (19)
— w + ercr| (from Lemma 4.2) (20
8QEr(n.+1)
=[8QE(nu + 1) (€umpBEDH) + €TCR] (21)

Since €g»pppr and ercr are negligible, A has only
negligible advantage in breaking our scheme.

The running time ¢’ of B is linear in the run-
ning time of A. Moreover, B requires additional
running time for sampling. Hence, t' = ¢ +
O(e2In(e"1)A~n(\)~1)). This completes the proof
for the IND-IBSC-CCA2 security of our scheme. [
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4.1 Proof of Lemma 4.2

Proof. We now show the lower bound on the proba-
bility of the simulation not aborting.

Qe
Pr[-~F] =Pr] /\ K, (w;) =1]
- Qe
- Pr[F,(aj) = 0| /\ Ku(u;) = 1] (22)
Qp -
=(1 - Pr[\/ Ku(u;) = 0])
i=1
QE
PriFu(up) =0 A\ Ku(w) =1] (28)
QE -
=(1- ZPr[Ku(ui) =0))
- Qe
- Pr[Fy(up) = 0| /\ Ku(u;) =1] (24)
Or o Qe B
=(1 = =) Pr[Fy(up) = 0] /\ Ku(u;) = 1]
- (25)
Q 1
=(- WE) Ny + 1
Qe
up) = 0| /\ Ky (u (26)
—(1- @) 1 Pr{K,(u) = 0]

QE

Pr[/\ K, (u;) = 1]

m nu—&—l'

QE

Pr \ Ku(w) = 1K, (u*) = 0]

1=1

QF 1 1
TR T
QB
Pr[ /\ Ku(u;) = 1K, (u") = 0]

i=1

QE 1
=1 - H) (ny, +1)m
Qe
(1= Pr[\/ Ku(u;) = 0|K,(u*) = 0])

i=1

(27)

(28)

(29)
QF 1

2(1- W) (s

1—ZP1~

QE 2 1
=(1- W) (ny, +1)m
s, 1
m " (ng+1)m
2QE 1
4Qp’ (nu +1)4Qp
1

u(w;) = 0| Ky (u”) = 0])

10

Equations 24 and 30 come from the fact that for any
pair of u and u’, the probabilities that K,(u) = 0
and K,(u’) are independent. Equations 25 and 28
come from the probability of K,(u) = 0 being L

for any u. Equation 26 hold since F,(u) = 0 implies
K, (u) = 0 as well as the existence of a unique &, such
that 0 < k, < n,. Finally, equation 33 is obtained by
setting m = 4Q g which optimizes the equation. O

4.2 Proof of Lemma 4.3

Proof. We ﬁrst compute the probability distribution
of Pr[€3] — 5 as follows.

Pr[&s] — 3 :Pr[B’ = 1|F|Pr[F]

= Pr[b

+ Pr[f = 1|~F|Pr[-F] — % (35)
:%Pr[F] + Pr[f = 1|~ F|Pt[-F]
— — (random guess taken if F occurs)
(36)
:%Pr[F] + Pr[b’ = b|=F]Pr[-F]
7% (8 =1if b = b) (37)
=5 (1~ Pr[~F]) + Prlb = bl-FPr[~F] —
(38)
= — SPI[~F]) + Prlb = bl-FJPr[~F]
(39)
__ %Pr[—'F})
+ Pr[—F|b’ = b|Pr[b’ = b] (Bayes’ theorem)
(40)
:%(Pr[ﬂﬂb’ — blPt[b’ = b]
 Pr[~F|b’ # bPr[b’ # b)) (41)
:%(Pr[ﬂﬂb’ — blPr[&)]
= Pr[=F|b" # b](1 - Pr[&]))  (Pr[&,]
(42)

Let F' be the event such that F': Fye V Fror. Then
we make the following claim.

Claim 4.6. For any fized view of A, |Pr[-F] —
A€
I.

Al <

Let us assume the claim holds for now. Since the
claim holds for any fixed view of A, the claim should
also hold in the following cases conditioned on b’ = b
and b’ # b.

A<

(43)

IPr[-F|b = b] — >\|< € |Pr[-F|b’ # b] —

Then, combining equations 42 and 43 gives,

Ae
4

Prléal - 5 - A (Priea - 3 )| <Prieal’y +

Ae
_27

b])
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which trivially leads to

Proof of Claim 4.6

Proof. Since two events are independent of each
other,

Pr[—\F] = Pr[—\FfOT.]Pr[—' a'r't] = ﬂPr[ﬂ m‘t]

Let us fix 0 < € = £ < 1. Then, by using Chernoff’s
bound for the estimate 7’ of 1 we obtain

Pr[n’ —n] > ne'l < Ae'.
This gives us
Pr[=Fopi] =Pr[=Fap||n" — 0l > ne'|Pr(ln’ — n| > ne]
+ Pr[=Fope| I’ — nl < ne'[Pr(ln’ —nl < ne']
<A + Pr[=Fuplln’ —nl < ne'l
A
:>\€I + WE
n
The last equality is true since for fixed n’ with |’ —
n| > ne’ we have ' > n(e’ +1) < A(¢ +1) < X and
therefore Pr[—F,,.;] = % Further we have,
Pr[~F] =Pr[=F}0,|Pr[—F ]
nA

s

<nAe’ +

<\e
< e+1_€,

<A(1+2€).

For all fixed ' with |’ —n| < ne’ we have Pr[—F,,+] =
min{l, %} > ﬁ (since n > X and hence n(1 +

€’) > A). Therefore,
Pr[—F] =nPr[~Fur]

>nPr[—Fure||n’ — nl < ne'lPr(ln’ —n| < né]
A

Zﬂm(l — A€
>A\1—€)?
>A(1 —2¢)

Since A(1 — 2¢') < Pr[=F] < A(1 + 2¢€'), this implies
|Pr[—F] — A| < A2¢’ < € as required. O

Theorem 4.7. If there exists a polynomial-time
EUF-IBSC-CMA adversary A against our scheme,
then there exists an algorithm B which can break the
mCDH assumption. Specifically, for an adversary A
with an advantage € and running time t which may
issue at most Qg extract queries, B has an advantage
of at least €,,cpg in solving a mCDH problem in time
at most t'.

Spm— € — €TCR
" = 32Q%(nu + 1) (nm + 1)

' <t+O0(e (e HA Hn(N) ™))

Proof. We now prove the EUF-IBSC-CMA security of
our scheme. The proof runs from Game’ 0 to Game’
7.

Recall that the mCDH problem is to compute g%

given (g,g% g° ,g") € G*, where g is a generator of
G and a,b €g (Z})?. We assume that the secrets a, b

are known to B initially. Then, in sequel games, B
will gradually forget the secrets and instead they are

available in the forms of g, g%, g only.

Game' 0

B is simulating the real environment as in Game 0.
Then by definition, the advantage of A is

[Pr(&]] (44)

Game’ 1 [Transition based on hash collisions]

This game is identical to Game 1. Thus we have,

|Pr[&)] — Pr[&1]| < PrlHASHABORT) (45)
And recall that,
Pr[HASHABORT) < ercr (46)

Game’ 2 |Transition based on change in the
system public key 1]

This game is identical to Game 2. Thus we have,

Prl€}] = Pr{€]] (47)

Game’ 3 [Transition based on simulation abort]

This game is almost identical to Game 3 except for
one change. We now introduce an additional failure
event Fy : F,,(M") # 0. Then, the new probability

of simulation abort F’ is
F =FVF;s
Pr[-F'] = Pr[~F|Pr[F,,(M") # 0]
Then, we have the following lemma whose proof will
be postponed until Section 4.3
Lemma 4.8. The probability of simulator not abort-

o ’_ 1
ing is at least \' = 320% (i A D (a1 -

Apart from the additional failure case, the rest of
Game’ 3 is identical to Game 3. Therefore,

Pri&] — 5

il — % < (48)

Game’ 4 |[Transition based on key derivation]|

This game is identical to Game 4. Thus we have,

Prle]] = Prle) (19)
Game’ 5 [Transition based on
Signcrypt/Unsignerypt computation]
This game is identical to Game 5. Hence,

P(é]] = Pr[€) (50)

11
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Game’ 6 |Transition based on change in the
system public key 2]

We now assume that a, b € Z; are no longer available
to the simulator B as plain integers. Instead, they are
available in the form of A; = g%, Ay = ¢%°, B = gb.

Setup: B sets g1 = A1,90 = B and Y = ¢e(g1,92)-
Then, B replaces the parts of the system public
key My, with newly computed (g1, g2,Y).

As in Game’ 2, the changes made in M, as above
does not affect the view of A. Therefore,

Pr(€}] = Prlé}] (51)

Game’ 7 [Transition based on challenge abort]

In Game’ 7, as long as the simulation does not abort,
B is able to solve a mCDH problem as follows.

Forge: Eventually, A returns a signcrypted message
CT* = (CT,,CT,,CT3,CTy,
CT5,CTg). B unsignerypts CT* to get M*. If
CT" is invalid, Extract(u’) query has previ-
ously been made, F,(u%) # 0 or F,,(M') # 0
where M’ = M @ TCR(CTy), B aborts. If
F.(u%) = 0 and F,,(M') = 0, B obtains g%
as follows:

CTs =¢" - H,,(M ® TCR(CT,))" - g4 - gt

hy  Jm(M@TCR(CT2))r' | ab  Tua

=¢" . g 9" gu.

So,

CT; _
ghe CTézm(cueaTCR(cTz)) ) CT6Ju(uA) B

ha . o Jm (MOTCR(CT2))r' | ab . Tua

Juy ab

9°-9 g

gh2 . (gr’)Jm(M@TCR(CTQ)) 'g:f:(’

Game’ 7 remains indistinguishable from Game’ 6.
Hence,

Pr(&}] = Prlé}] (52)

B is able to obtain the mCDH output ¢% as long as
—F’ holds. This gives us

Pr[5§] = €mCDH (53)

12

Analysis
The overall advantage € of an adversary A running in
time ¢ is at most,
e = |Pr[&}]| (by definition)
<|Pr[€]] + eTcr| (from equations 45, 46)
=|Pr[&)] + etcr]| (from equation 47)

Pr&3]
)\/
Pr[&]
= r)[\/ fl + etcr| (from equation 49)
P A
— r)[\</€’5] + etcr| (from equation 50)

P i
_ M + etcr| (from equation 51)

< + etcr| (from equation 48)

= + etcr| (from equation 52)

_ Emi/DH + €TCR’ (from equation 53)

€EmCDH
= T + €Tcr

32Q% (Nm~+1)(nu+1)
=[32Q% (nn + 1) (nu + )émep + €rcr|

(from Lemma 4.8)

Since €,,cpH, €Tcr are negligible, A has only negligi-
ble advantage in breaking our scheme.

The running time ¢’ of B is linear in the running
time of 4. Moreover, B requires additional running
time for sampling. Hence,

t' =t 4+ O(e 2In(e A In(N) 1))
This completes the proof for EUF-IBSC-CMA secu-
rity of our scheme. O

4.3 Proof of Lemma 4.8

Proof. We first compute the probability of the event
F3 not occurring.

Pr[—=F3] =Pr[F,,(M") = 0]
1 N
=Pl (M) = 0

Then,

PI‘[ﬁF’] :Pr[ﬁF VAN ﬁFg]
S S
~m(n, +1)

_ Smones
_4QE(nm + 1)

1
©32Q% (g + 1) (ny, + 1)

5 Efficiency

We compare the efficiency of our scheme against the
other schemes (Jin et al. 2010, Zhang 2010) in terms
of the computational cost involved and the cipher-
text size. Although these two schemes are broken,
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nevertheless the comparison would show the relative
performance of our scheme. Table 1 shows that the
schemes under the comparison perform similarly in
terms of computation overhead.

Table 1: Efficiency Comparison

Ours Jin et al. Zhang
GIGr [P GGy [P G Gr
ex. | ex. ex. | ex. ex. | ex.
Extract | 2 0 [0 2 0 [0 2 0
Sign- 6 17071 3 17015 1

crypt

Unsign- | 2 0 |5] 2 0 [5] 0 2
crypt

Cipher- | G® x [M] G* x Gr G* x Z;

text size X G

Security CCA2 Broken Broken
CMA

G ex.: number of exponentiations in G
G ex.: number of exponentiations in G
P: number of pairings

CCA2: IND-IBSC-CCA2

CMA: EUF-IBSC-CMA

Now we compare the ciphertext size by consider-
ing the implementation over different types of pair-
ings (see the work by (Galbraith et el. 2008) for
more details on the different pairing types). In case
the schemes are implemented over a supersingular
curve of embedding degree 2, then |G| = 512 bits,
|Gr| = 1024 bits and typically n,, = n, = 160 bits.
Thus, our ciphertext size will be 512 x 54160 = 2720
bits compared to 512 x 4+ 1024 = 3072 bits by Jin et
al.’s and 512 x 44160+ 1024 = 3232 bits by Zhang’s.

It is trivially possible to convert our symmet-
ric pairing based scheme to Type 2 pairing version
(asymmetric pairing e : G; X Go — Gr with effi-
cient isomorphism). In a crude way, we may define
every group element in our scheme as Gg element.
Then, due to the presence of isomorphic map which
efficiently maps elements in Go to the corresponding
elements in Gy, we obtain Type 2 pairing version of
our scheme.

In case where a Type 2 pairing of embedding de-
gree 6 is used, for g1 € G1,92 € G2 and h € Gr,
|g1] = 160 bits, |ga| = 480 bits and |h| = 960 bits
(Chatterjee & Menezes 2009). Thus, our cipher-
text size will be 480 x 5 + 160 = 2560 bits instead
of 480 x 4 + 960 = 2880 bits for Jin et al.’s and
480 x 4 + 960 = 3040 bits for Zhang’s.

We can further improve the efficiency with a
slightly more effort. If a shorter private key size is
desired, then we may define private keys to be of el-
ements from Gq. This will force the ciphertext el-
ements to be from G since each private key com-
ponent is used in pairing with each ciphertext el-
ement for unsigncrypting. If a shorter ciphertext
size is of primary concern, then we may define the
ciphertext elements to be from G; and the private
keys from Go. If this is the case, then our cipher-
text size will be 160 x 5 4+ 160 = 960 bits compared
to 160 x 4 + 960 = 1600 bits by Jin et al.’s and
160 x 4 + 160 + 960 = 1760 bits by Zhang’s. Thus
we see a significant reduction of approximately 40%
in the ciphertext size.

6 Conclusion

We have proposed a fully secure IBSC scheme in
the standard model under HmDBDH and mCDH as-

sumptions. We note that previously proposed IBSC
schemes in the standard model are not secure and
many schemes ignore the importance of being able
to answer signcrypt/unsignerypt simulation queries
for which the private key generation algorithm fails.
Moreover, we have shown that our scheme provide a
short ciphertext size by avoiding the inclusion of a
target group element in the ciphertext.
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