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Abstract

In developing and successfully implementing a class-
room project on ‘Internetworking’ in secondary ed-
ucation, the author found that there is a need for
adequate educational software. Abstract informatics
concepts have to be connected to real-life experiences.
In this paper the concept of views that support differ-
ent perspectives on the subject is applied to meet the
requirements for educational software in secondary
education in terms of activities and abstraction. The
educational software developed allows analysis, sim-
ulation, and construction of network infrastructures
and connects the visible behaviour, inner structure,
and implementation details of Internet applications.
Thus it provides a motivating approach based on the
concept of discovery learning.
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1 Learning About the Internet in Secondary
Education

In June 2005 we started a research project, promoted
by the German Research Foundation (DFG), with
the aim of analysing the requirements of informat-
ics education and developing a didactic concept in
the field of ‘Internetworking’ for secondary education.
Although there is a broad consensus that knowledge
about the Internet has to be part of informatics edu-
cation (Tucker 2003, van Weert 2000), we found that
there is no relevant science-based didactic concept
for secondary education. Therefore we are develop-
ing the didactic system ‘Internetworking’, which com-
prises didactic concepts and learning material. In
developing and successfully implementing classroom
projects about Internetworking in secondary educa-
tion, the author discovered the need for practice-
oriented learning material. The research question in
this paper is how learning material about ‘Internet-
working’ can be designed based on the constructivist
learning theory.

Kurose and Ross (2005) describe their approach
for higher-education teaching about the Internet by
starting with applications. They give three reasons
for applying a top-down approach to the Internet
layer model. First, students are really motivated and
interested in how the Internet works if they start
with the applications and the application layer and
then proceed in more detail through underlying lay-
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ers. The second argument is the exceptional meaning
of the application layer for actual developments. And
the third reason is that it is possible to introduce net-
work application programming earlier in the course.
In fact, linking both aspects – informatics concepts
and applications – is necessary for the understanding
of informatics systems (Stechert 2007). Therefore,
practice-oriented learning material that bridges the
gap between abstract informatics concepts and Inter-
net applications is necessary for informatics courses
in secondary education. Classroom activities would
start with a motivating example of an Internet ap-
plication or another phenomenon within the scope of
our project.

We started analysing the characteristics of
Internet-based informatics systems to identify the
necessary competencies for using Internet applica-
tions (Freischlad 2006) and described our theoretical
approach towards three components of the didactic
system ‘Internetworking’. The ‘knowledge network’
describes the learning objectives and necessary pre-
requisites of learners. ‘Exercise classes’ represent the
abstraction of specific exercise contexts and are hier-
archically structured (Freischlad and Schubert 2007).
The third component is ‘learning aids’, particularly
educational software. We developed learning mate-
rials based on the didactic system and implemented
them into classroom practice, that is, we engaged in
curriculum intervention. The first project was pri-
marily about communication and privacy protection
on the Internet. The second project focused on Inter-
net structures. And the third project combined sev-
eral aspects of the preceding projects. The results of
the projects led to modification and refinement of the
didactic system. The curriculum intervention brought
us valuable information about students’ prior knowl-
edge, attitudes, and misconceptions. At the same
time we have started the development of the edu-
cational software for ‘Internetworking’ as a student
project, which we call FILIUS1. This software is re-
quired for practical exercises and experiments.

2 How to Understand Internet Applications
and Services

2.1 Understanding of Informatics Systems

According to Stechert (2007) the analysis of charac-
teristics of informatics systems must focus on the vis-
ible behaviour (A), the inner structure of a system
(B), and specific internal details (C). Therefore, ed-
ucational software that fosters understanding of the
functionality of Internet applications has to consider
these perspectives. The visible behaviour is repre-
sented by user agents such as web browsers and email

1“Freie Interaktive Lernumgebung für Internetworking der Uni-
versität Siegen”
(URL: http://www.die.informatik.uni-siegen.de/pgfilius/)



software, but it doesn’t include data exchange with
protocols. The inner structure is composed of several
informatics concepts, for example, protocols as sets of
rules for data exchange, and the format and meaning
of data units that are exchanged between the entities
on different hosts. Specific internal details are repre-
sented, for example, by the source code of programs.

Brinda (2006) describes how the concept of ex-
ploratory discovery learning was applied to learning
with informatics systems. Informatics experiments
are identified as a starting point. He then derives
requirements for ‘discovery friendly application soft-
ware’, which must support exploration and experi-
ment. He concludes that ‘discovery friendly learning’
must provide motivating learning activities, the pos-
sibility of continuation, and linking of construction
and simulation. Therefore, when it is introduced for
discovery learning, educational software must allow a
high level of interactivity, comprising the engagement
categories of Viewing, Changing, and Constructing
according to the engagement taxonomy of Naps et al.
(2002).

Bruner (1966) specifies three representations that
are used within the learning process. “At first the
child’s world is known to him principally by the ha-
bitual actions he uses for coping with it. In time
there is added a technique of representation through
imagery that is relatively free of action. Gradually
there is added a new and powerful method of trans-
lating action and image into language, providing still
a third system of representation” (Bruner 1966, p.
1). He calls these modes of representation ‘enactive’,
‘ikonic’ and ‘symbolic’. Even though these represen-
tations are developed step by step in a child’s cog-
nitive development, they are important not just for
adolescents but also for adults: “their interplay per-
sists as one of the major features of adult intellectual
life” (Bruner 1966, p. 1). Jank and Meyer (2005) ex-
plain that even though these representations were de-
veloped step by step they were kept in learners’ minds
throughout their lives. Furthermore, complex mental
representations require integration of the three modes
– including the enactive mode which is defined by
learners’ activities. They conclude that the interplay
between cognition and activities is integral to the de-
velopment of mental representation, and therefore to
learning (Jank and Meyer 2005, p. 322). Synchro-
nisation of activities with ikonic and symbolic repre-
sentations provides students with the means for this
interplay.

2.2 Related Works

There are already approaches published that aim at
learning about informatics concepts linked to the In-
ternet. We implemented a concept within a course at
university. In order to provide an enactive approach
to the issue of computer networks in the course ‘Di-
dactics of Informatics’, students had to build a local
area network with six notebooks and one hub. They
had to configure the notebooks and test their configu-
ration with simple tools like ping or a tool for sending
messages to other notebooks. Furthermore, they in-
tegrated the notebooks into a user domain. Students
were very motivated because they could test their
configuration with applications and we provided the
students with the output of Wireshark2 on a white-
board. This hands-on approach is not feasible in those
schools where we conducted curriculum intervention.
These schools have no notebooks that can be used
for this purpose in informatics courses, because learn-
ers would need administrative privileges for network

2see http://www.wireshark.org

configuration. Corbesero (2003) describes a similar
concept for higher education.

Steinkamp (1999) analysed how discovery learn-
ing with experiments could be transferred from the
natural sciences to informatics. As a prototype for
necessary interactive learning material he developed
an exploration module for computer networks. The
software makes it possible to build computer networks
out of different components. After the network is con-
structed learners can test their environment with a
web browser. A second view allows the observation
of status messages which can be used to analyse the
situation. The components comprise both hardware
and software, for example, DNS server, web server
and web browser, Internet Protocol, socket, switch,
and the abstract component Internet represented by
a cloud. These components are connected on the
desktop. With this prototype Steinkamp showed how
experiments could be performed in informatics edu-
cation. But there are several restrictions linked to
this software. Software and hardware components
are not distinguished. Therefore, students cannot see
that several services are processes on the same hard-
ware. The abstract component Internet represented
as a cloud does not explain the characteristics of the
Internet. And it is not possible to configure web ser-
vices.

Kornelsen et al. (2005) describe an educational
software package for discovery learning about Internet
services. The concept is based on a generic framework
with a layered architecture composed of the three lay-
ers user interface, service broker, and Internet ser-
vices. The user interface provides views for input of
requests for Internet services and for representation
of received answers. This concept allows extensibility
with illustrative and learner specific views, but it pro-
vides no complete picture of the Internet. Services are
not explored within the application context. There-
fore the visible behaviour and the inner structure of
the informatics system are not linked. Besides, it is
restricted to Internet services at the application layer.

A third approach is the use of virtual machines. It
supports the facility to run several machines on the
same computer. Each host can be configured and any
software can be used. Students work within a famil-
iar environment with original versions of applications.
A network analyser such as Wireshark can be used to
observe the data exchange. Preconfigured virtual ma-
chines are used for given scenarios. The realisation in
school practice is limited by problems with hardware
and license restrictions. Furthermore, this approach
does not provide an ikonic representation of the com-
puter network.

3 Concept of the Educational Software

3.1 View Conception

From the need for students to attain an overall pic-
ture of the subject, Brinda (2006) concludes that ex-
ploratory software should provide different views on
it. While students are familiar with graphical user in-
terfaces of Internet applications, these interfaces hide
the (physical) structure of the Internet and data ex-
change between the components, which are impor-
tant aspects of the overall picture of Internet appli-
cations. The aim of FILIUS is to support students in
understanding the functionality of the Internet and
applying it. Therefore, the following items have to be
considered:

• the items A-C describing characteristics of an in-
formatics system to give students an overall pic-
ture;



• construction and simulation to support discovery
learning;

• variation of program execution through param-
eters and modification of the structure of the
‘world’;

• views assigned to the enactive, ikonic and sym-
bolic modes of representation;

• synchronisation of activities with views providing
ikonic and symbolic representations; and

• persistent saving of scenarios for continuation.

We defined four views for the realisation of these
requirements. The ‘Network View’ (I) makes it possi-
ble for students to construct local area networks and
interconnected networks out of hardware components
using a visual representation. These components can
also be configured with parameters, for example, the
IP addresses of hosts. Connections between hardware
components are highlighted during data exchange.
The ‘Operation View’ (II) makes available the virtual
graphical user interfaces of hosts, making it possible
for users to install or remove software and to start,
configure, and use the applications. The ‘Message
View’ (III) allows the observation of data units that
are exchanged between hardware components on dif-
ferent layers of the Internet protocol stack, and shows
the status messages of selectable components. The
‘Code View’ (IV) enables students to develop and
implement applications of their own or to manipu-
late these software elements. It provides an editor for
source code amendment and manipulation and the
facility to compile these programs for direct use.

With these different views learners are able to dis-
cover implications caused by changes or manipula-
tions in one view or another. One example is the effect
when cutting the connection between two local net-
works while just one network includes a domain name
server. In the network without a domain name server
it is no longer possible to retrieve a web page from a
web server by its domain name, because the domain
name cannot be resolved. Students can analyse this
situation by observing the data exchange between the
components.

3.2 FILIUS – a Practice-Oriented Approach

FILIUS comprises basic generic functions and two
different modes: a design mode for the construction
of computer networks and software and a simulation
mode for the simulation of Internet applications. The
basic functionality involves persistent saving of sce-
narios comprising computer networks, configurations,
and applications. Therefore, it is possible for learn-
ers to analyse, extend, modify, or simulate given net-
works. Additionally, it is possible to compare student
solutions in the classroom to explain the solution to
a given task.

The design mode enables students to construct, ex-
tend or modify computer networks. Hosts, switches,
routers, and connections are available to construct lo-
cal and interconnected networks. Additionally, there
is a Modem component, which allows the connec-
tion of two instances of this software to build up a
larger network with components on different comput-
ers. It is possible to configure the components in
design mode. Each host must be configured either
manually, by explicitly configuring IP address, net-
work mask, and default gateway, or by dynamic host
configuration protocol (DHCP) if the local network
includes a server that supports DHCP. Each host can
provide a DHCP server. Furthermore, advanced stu-
dents can extend a generic client-server application

and modify given components. The simulation mode
offers a view of the entire network. A virtual desktop
can be opened for each host. The configuration of
each host can be modified by installing or removing
applications. Several generic tools such as a file ex-
plorer and Internet applications and services are sup-
ported. Each application provides a simple graphical
user interface for configuration and use or starting
and stopping of services. Data exchange can be ob-
served within the network representation, with con-
nections highlighted during data exchange and trans-
ferred messages shown within a message dialogue box
similar to network analysis tools such as Wireshark.

The Internet protocol stack is implemented to en-
sure that students can do their own experiments. The
application layer is implemented with several Inter-
net applications, that is, email, World Wide Web,
and peer-to-peer software for file sharing, and Inter-
net services, that is, DNS and DHCP. The transport
layer comprises transmission control protocol (TCP),
which is used for Internet applications, and user data-
gram protocol (UDP), which is used for the services
DNS and DHCP. The implementation of the Internet
layer comprises datagram forwarding with static for-
warding tables that are part of the router. Dynamic
routing is not supported. This layer also includes the
address resolution protocol (ARP), which is neces-
sary for data exchange on local area networks based
on IP addressing. The underlying subnet layer is im-
plemented as a simple protocol.

4 Activities of Students

Freischlad and Schubert (2007) describe a hierarchi-
cal classification of exercise classes, derived from an
analysis of textbooks, for the didactic system ‘Inter-
networking’. Apart from previous knowledge about
computer networks and information security they dis-
cern five classes at the first level which are concretised
at the second level. The first major class is ‘Appli-
cations’, and includes their characteristics, their uses,
and their specific realisations as distributed systems
on the Internet. The other classes are designed to
foster understanding of the functionality of these ap-
plications. The ‘Protocols’ class also includes Inter-
net security because Internet-specific security mecha-
nisms are implemented through protocols. The ‘Ad-
dressing’ class comprises identification of hosts within
computer networks. Additionally, this class includes
directory services that support information about an
address. The ‘Data Transfer’ class describes what
is going on when data has left one end-system and
before it reaches the targeted end-system. The last
class, ‘Architecture’, is composed of models and infor-
matics systems that are essential for the architecture
of the Internet, considering both hardware and soft-
ware.

The approach of Stechert and Schubert (2007) for
the learning process starts with the analysis of an in-
formatics system. Brinda (2006) demands construc-
tion and simulation for discovery learning. There-
fore we discern the three activities analysis, simula-
tion (including modification of parameters), and con-
struction. Table 1 displays the supported activities
depending on the exercise classes. In the first column
the observable characteristics of informatics systems
are presented, while in the second and third columns
the corresponding views are listed. Applications are
constructed in the Code View. The Operation View
allows users to manipulate parameters, for example,
email configuration or DNS records. The graphical
user interface or the Operation View allows obser-
vation of visible behaviour, and the Code View al-
lows analysis of implementation details. Protocols



Analysis Simula-
tion

Con-
struction

Applica-
tion

A, C Opera-
tion

Code

Protocols B Code Code
Addres-
sing

A, B Network Network

Data
Transfer

B Network Network

Architec-
ture

A, C Network,
Opera-
tion

Network,
Opera-
tion

Table 1: Support of Student Activities (A is visible
behaviour, B is inner structure, C is specific internal
details)

of the application layer are constructed and param-
eters are modified in the Code View. Protocols are
not part of the visible behaviour of an informatics
system. Therefore, students can analyse the internal
structure just by means of the Message View and im-
plementation details via the Code View. The Network
View supports construction and modification of net-
works, that is, Addressing, forwarding (which is part
of Data Transfer), and interconnected networks (Ar-
chitecture). Overlay networks that are necessary for
peer-to-peer file sharing are constructed and modified
in Operation View. They are also part of the exercise
class Architecture. Thus every exercise and activ-
ity is supported, while Applications, Addressing, and
Architecture are emphasised in consideration of their
role in the understanding of informatics systems.

5 Conclusions

The educational software enriches classroom practice,
such as the learning process about how local area net-
works are built up, with student activities. Without
this software we required an analytical approach, be-
cause it was not possible for students to configure or
modify components. This software enables students
to build up their own computer network out of dif-
ferent components, which must be configured. After
building a network they can test it with applications
such as email or WWW. Having simulated a com-
puter network, students can validate their hypotheses
by testing its functionality through Internet applica-
tions.

The different views of the learning software enable
students to acquire an overall picture of selected infor-
matics systems, such as email. For this purpose, the
author proposes that learners build up an entire in-
frastructure with at least two email servers. Further-
more, they should include two computers, each with
email software, so that different users can send mails
to each other. A DNS server is needed for domain
name resolving. Thus, learners are able to connect
the user-visible behaviour and the inner structure of
the informatics system, the latter being represented
by the static view of the computer network and the
dynamic view of exchanged data.
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