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Abstract investigation (Senator, 2005). Group detection reete

Since discovery of an underlying organisationaicture  the discovery of underlying organisational struettiat
from crime data leads the investigation to terta@dls or relates ;elected |nd|V|du§1Is with each othe.r, inaer
organised crime groups, detecting covert networles acontext; it refers to the discovery of_underly|nngture
important to crime investigation. As shown in apation relating instances of any ltype O_f entity among tbel!ves
of Offender Group Detection Model (OGDM), which is(Marcus et al., 2007). Since discovery of an unyieg|
developed and tested on a theft network in Bursekey, _organl_sau_onal structure from crime data_ leads the
use of effective data mining methods can reveairafer investigation to terrorist cells or organised crigreups,

groups. OGDM detected seven ruling members of lwenpletect_mg_ covert n_etworks are important to crime
network members. Based on initial findings of OGDM:NVestigation. Detecting an offender group or eaepart

thirty-four offenders are considered to be in agln Of 9roup (subgroup) is also important and valuaile.
offender group where seven of them were ru“n%ubgroup can be extended with other membe_rs Wﬂh th
members. AfteOperation Cash was launchedthe police elp of domain experts. An experienced policeceffi
arrested the seven detected ruling members, aHgually knows the friends of well-known offendess, he
confirmed that the real crime network was consistir can .deC|de which  subgroups should be united to
20 members of which 3 whom had never been prev;ious'?’onsutUte th? Wh0|e group. Another outcome .qu
identified or arrested. The police arrested 17 freop 97OUP detection is considered to be pre-emptivigesr

recovered worth U.S. $ 200,000 of stolen goods,casth ClMe prevention. For example a drug dealing networ
worth U.S. $ 180.000. prepares all required vehicles and people for &t

. o ) . where all members are in the process of gettinggyesl.
Keywords: crime data mining, group detection, Soc'aﬁluch cases can be prevented with offender group
network analysis. detection before it happens. A further advantaggrotip
i detection is acting in a group of offenders to catren
1 Introduction crime is regarded as an aggravating factor for aviee

Link analysis and group detection is a newly enrgggi Punishment in many country’s laws. For instance,
research area which is at the intersection of sinilysis, 1Urkish Crime Code extends six years imprisonment f
hypertext and web mining, graph mining (Cook an@oupP leader and one year imprisonment for group
Holder, 2000) and social network analysis (ScdiQ4). members plus the punishment.

Graph mining and social network analysis in paicu gpecific software like Analyst Notebook (2007), and
attracted attention from a wide audience in polic&entient (2007) provide some visual spatio-temporal
investigation and intelligence (Getoor et al., 200%s a representations of offender groups in graphs, hey t

agencies realized the knowledge about offender oréswv

and detecting covert networks are important toerim [N this paper, we make the following contributiofus
offender group detection (OGD);

» We identify and discuss converting arrest data to
graph format where there is no standardised way
of doing this. We suggest the choice of
representation for edges and nodes should follow
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« We explain precisely how to use police arresgroup discovery problem and its success comes them
data to look for possible offender groupspowerful functionality of overall COPLINK structur®n
(section 5). Surprisingly this has not beerthe other hand, since CrimeNet Explorer was evatlat
explained precisely before. by university students for its visualization, stuwral

! analysis capabilities, and its group detection fiamality,
* We show how we can apply filters to graph datg,e ~gperationally actionable outputs of CrimeNet

in order to adhere to countries’ criminal laWgypiorer has not been proved on real-time police
requirements (section 7). investigations.

* We show that ruling members, not new recruits, ) _ _
are likely to be detected, but “big brother” of3.2 Terrorist Modus Operandi Detection
network is unlikely to be detected (section 8). System (TMODS)

. TMODS, which is developed by 21 Century

2 Group Detection Technologies (Marcus et al., 2007), automates dlk&st
Group detection task is defined and different mesho of searching for and analysing instances of pdeticu
applied in data mining, in social network analysisd in  threatening activity patterns. With TMODS, the sél
graph theory. For example, Getoor and Diehl (200%)n define an attributed relational graph to regmeshe
state group detection aims clustering of objectesoid a pattern of threatening activity he or she is logkifor.
graph into groups that share common characterisios TMODS then automates the search for that threaerat

to some extent, subgraph discovery does the samijo through an input graph representing the large velarh
finding interesting or common patterns in a graph.the observed data. TMODS pinpoints the subset of dwa t
other hand social network analysis tries to detebesive match the threat pattern defined by the analystethe
subgroups among which there are relatively strongansforming a manual search into an efficient matted
direct, intense, frequent, or positive ties (Wassar and graph matching tool. User defined threateningvégtor
Faust, 1994). Graph matching (Cook and Holder, poopattern graph can be produced with possible testrori
methods are also recommended for group detectiks.ta network ontology and this can be matched against
There are also many specific group detection model@bserved activity graph. At the end, human analiests
Adibi et al. (2004, 2005) propose KOJAK group finde matches that are highlighted against the input fgrap
which firstly positioning possible groups, exparglin TMODS is mature and powerful distributed java saitev
these groups using knowledge-based reasonifigat has been under development since October 2001
techniques and then adding more candidates relging (Marcus et al., 2007). But it needs a pattern grauth an
observed interactions that shows possible assopiti analyst to run the system. Like a supervised legrni
Kubica et al. (2002, 2003) first proposes a generat algorithm, TMODS tries to tailor the results acdogito
model for multi-type link generation, called coltahtive ~pre-defined threatening activity. Another possible
graph model (cGraph) and introduce a scalable gro@fawback is graphs used in TMODS are multi-mode and
discovery algorithm called k-groups, which is samito can be disadvantageous for further analysis. Muttde

k-means algorithm. graph means that nodes in multi-mode graphs are mor
than two types of entities. A person, a building,eaxent,
3 OGD a vehicle are all represented as nodes; when $tarioe

] we want to detect key players in multi-mode graph,
When we focus on offender group detection, the mMoslilding can be detected as key player, not a pefEbis
remarkable works are CrimeNet Explorer, which igan be a cause of confusion. To overcome this storfu
developed by Xu et al. (2005), and Terrorist Modughe definition of a one-mode (friendship) sociatwark

Operandi Detection System (TMODS), which isshould be used rather than representing all estitie
developed by Z1Century Technologies (Moy, 2005).  nodes.

3.1 CrimeNet Explorer 4  Offender Group Representation

Xu et al. (2005) defined a framework for automategyasserman and Faust (1994) pp.35 states that tHesmo
network analysis and visualization. Using COPLINKgf 5 network as the number of sets of entities dicky
connect and COPLINK detect (Chen et al., 20023tructural variables are measured. One-mode (fstaip)l
structure to obtain link data from text, CrimeNapBrer networkS, the predominate type of network, Stu(m pj
used an Reciprocal Nearest Neighbour (RNN) baseghgle set of actors while two-mode (affiliatiorgtworks
clustering algorithm to find out links between ofers, focus on two sets of actors, or one set of actodsane
as well as discovery of previously unknown groupsset of events. One could ever consider (three agtteh
CrimeNet Explorer framework includes four stagesmode networks but rarely have social network meshod
network creation, network partition, structural s&, has been designed for such complicated data stesctu
and network visualization. CrimeNet Explorer usefccording to these definitions it is better to regent
concept space approach for network creation, RN$édha actors (offenders) as nodes and rest of the rektas
hierarchical clustering algorithm for group detenti edges in one-mode (friendship) social networkss Fain
social network analysis based structural analysis] produce many link types such as “co-defendant link”
multi dimensional scaling for network visualisation “spatial link”, “same weapon link”, and “same modus
CrimeNet EXplorer is the first model to solve offien Operandi link”. Thereby many graph theoretical &NIA
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solutions can be used on one-mode (friendship) oridsv pccoeiidiniiiscong JapdippenscstirLbaaad
effectively such as friendship identification, fing key
actors.

5 Police Arrest Data

We recommend looking for common characteristics of
offenders in police arrest data. Do they commitghme
crime somewhere sometime together, and then any of
these offenders has also committed another crintb wi
another offender? This information can be obtaifteth  In a graph generated from an arrest table where te

a relational database table, text-based arrestrtrepp at least couple of hundred thousand of crimes (@daed
CCTV footage. thousands of offender (nodes) makes scalability and
performance issue very important. At last, every

In Operation Cash we obtained this information from .
Bursa Police Arrest Data where the table includeel t COMPONENt represents a unique offender group becaus
one offender can only belong to one group thereby

fields for: P_ID (person id), C_ID (crime reference e )
number), BRANCH (police branch that deals With),concretearesult of group membership is obtained.
CRT_ID (Crime type it belongs to), CR (Name of the

offence), MOT_ID (Modus Operandi it belongs to), Mo/  Filtering for Legal Requirements

(name of the modus operandi), D (date stamp), DIByrkish Crime Code requires that an criminal

(district), NG (neighbourhood), ~and  NG_ID grganisation (offender group) must consist at leafst

(neighbourhood number). three members, and two members in an offender group
must have been convicted together for committing th

6 Offender Group Detection Model (OGDM) same crime at least two times (Turkish Crime Code,

h Article Number:261). According to this definitiomhere

edge weight is W and number of members is N;
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Figure 2. This figure shows graph with its strongly
connected components are marked

OGDM is mainly developed for detecting gangs areftt
networks. As exhibited in Figure 1. the sourceliok
information is gathered from police arrest recostiere a Waroup>= 2, Nyroup>= 3
link table; consisting of From (From Offender), Tbo
offender), and W (how many times this offender pai
caught together by the police) is produced withirarer
join SQL query.

'p the threshold to constitute a criminal orgamnisatThis
requirement can be different in different counttes it is
essential to create a filter for a legally acceptathinal
organisation.

Co-occurences in
three same crimes

Figurel

Inner join query result, which we call co-defendéink F|_gure 3. This triad of thleves_commltted various
table, then converted to graph where nodes represer‘f”mes_ together_. The person in the fop left has
offenders, edges represent crimes committed togetheommitted 15 crimes together (W=15) with the person
using offender group representation exhibited ictisa In the left bottom and 5 crimes together (W=5) wiita

4. Number of times caught together is counted tode= person in the right bqttom. Th? person on the left
for edge weight (W). At this point a subgraph detec bottom has also committed 10 crimes together (W=10)
. with the person on the right bottom. Overall, these

operation is needed; various social network anslysi h h ted 3 ori h
algorithms such as k-clique, k-core (Wassermanl.et a (Nf€€ persons have committed 3 crimes together as a

1994) can be used for this purpose. We used siongl90UP which is shown in crime reference numbers
connected components (SCC) algorithm Qperation 82224, 82388, and 80784 highlighted in red boxes.

Cash because it is scalable and gives concrete results. .

SCC algorithm is defined as (Cormen et al., 20@a1); 8 Operation Cash

directed graph is called strongly connected if é9ery  offender group detection action is started with
pair of vertices U and V in a graph there is a fiedm U yreparation of Bursa Police arrest data. Initialadare-

to V and a path from V to U. The strongly connectedocessing and data cleaning are done in coopenatib
components of a directed graph are its maximahgtio pyrsa Police Department on more than 300000 crimes
connected subgraphs. and 6000 offenders. Starting from 1994 to 2007esrr
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data included all offenders with a unique person-i@btained evidences and interrogations showed thiaigr
number. This uniqueness allowed us to track athembers were detected using OGDM. It has been gdrove
offenders’ activities. We had opportunity to findtcan that the real network was consisting of 21 membears3
offender’s history over time with all his/her criméad of them (AB, MRK, and SE) have never been arrebied
committed. We produced first the link table, anénth the police so their names were not available in the
converted it to a massive graph; at the end alljpgorants database. We managed to get only 4 ruling members
in the graph are obtained with SCC. Accepting thagn (12113, 38594, 41211, and 277801). Four leaderg wer
two offenders caught by the police is enough toabe basically the chief of gun-jewellers thieves (12}l 1tBe
component, total number of components were 330Ckilled expert thief specialized in electronic geod
(199728 crimes; with an average of 6.05 crimes pgR77801), chief of electronic goods thieves (385&t)ef
component). When W, threshold is put to 2, number of of car and gadget supplier for the network (41211).
components is dropped to 4488 (15482 crimes; with dnterestingly, “big brother” of the network (22086Bas
average of 3.45 crimes per group). Whegp,Nthreshold only two records in police database. His leadeitjposis

is put to 3, number of offender groups, which iber@nt identified after interrogations and cross examoratof

to Turkish Criminal Law definition, is dropped t@ll6. members’ statements.

Reminding the fact that these groups included many
offenders committed various types of crimes frogfttto
violence, from gangs to terrorists; we only focused

active theft groups who committed crimes in the fag

years. As a result, 63 theft groups are detecteldtlzase
findings were introduced to the police expertsftother
examination. According to police experts, our fimgh

were very valuable but not enough. There was a
consensus to search group members, gather enoug
evidence for arrest and prepare the case for a&rsest
Besides, in parallel, the effectiveness of our oéttvas

also a question for the police so just one randbetft t

group out of 63 is focused, a judge verdict is wiatd for
electronic surveillance and telephone conversatigrad|
members of selected group are eavesdropped for tefigyre 5. Theft network after verification of evidences.
weeks. Our findings for this theft group are ext@tiin 1211324),385946),412116),2418864),27404@4), 80562),
figure 4 as offenders by person-id numbers, andh wit 237612), 2720%2), 3583%2),451262),458582),561372),
degrees of members in brackets. Degree is a mietric 1435972),2208682), 2220372), 2287542), 2666912),
social network analysis which is count of incomimgd ~ 2778012), AB(2), MRK(2), SH2)

outgoing links for an actor (Wasserman et al., 39940peration Cash has attracted wide attention and positive
High degree value for an actor suggests that &td@ly  feedhack in local and national newspapers (Zaméay, O
to be a key player in the network. PolisHaber, 2006). The police commissioner of Bursa
city stated thaDperation Cash was the most successful
operation among all operations by Bursa Police0ide2

9 Conclusion

It has been shown that co-defendant informatiopalice

arrest data is beneficial for the police to detading

members of offender groups. It has been also shbain
detecting an underlying criminal network is possitlith

link mining and group detection techniques.

OGDM has been successful for partly detection of
offender groups. But it is clear that domain exgeris
still needed for complete detection of groups. Hhiews
the necessity of semi-supervised models for OGD.

Figure 4. As filtering is applied in order to meet Turkish
Criminal Code requirement, the theft group, congistif 17

ZEH‘Z{S 409‘é"j(t22) dggg%zsm) in 116?28')(?;:911%1%?’ The result achieved depends on the details of BB
1186866) 1186876) 1186886) 405754) 558274) 860754). come from offender group representation success (se

1209094) 2512934) 27454%4) 2778014), 28952 sectilon 5). By represer}ting actors as noqles amqbfelse _
“ ® ) W ) relations as edges in one-mode (friendship) social

After this electronic surveillance, verification @fho is networks can produce many link types such as “co-
who in the network and gathering enough convincingefendant link”, “spatial link”, “same weapon link”
evidence, Operation Cash is launched. The police “same modus operandi link”. This helped many graph
arrested 17 people, recovered worth US $ 200006rsto theoretical and SNA solutions can be use®jperation
jewelleries, PCs, laptops, mobile phones, and soasé Cash.

worth US $ 180000.
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