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Abstract

The demand of security is getting higher in these days due to
easy reproduction of digitally creaed multimedia data. Digital
watermark is the amerging technique to embed secret
information into content for copyright protection and
authentication. Watermark is embedded within an image that
alteration and modification to the watermarked image can be
detected in a fragil e watermark system. Watermark detection is
blind that does not require an origina image andit isinvisible
to avoid reveding secret information to malicious attackers. A
web based image aithentication method based in dgital
watermarking is described in this paper. It can provide more
controls to image owners and conveniences to cli ents who want
to get authenticity of image by integrating benefits of using
Internet to the watermark system.
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1 Introduction

Headings dould use the heading styles as own.
Numbering is automatic. The rapid development of
computer and network technology has led to new era of
digital multimedia. There are many advantages using
advanced dgital multimedia data such as easy creation,
edition, reproduction and dstribution. These advantages
can facilit ate unauthorized use as well, such as illega
copy and modification of the mntent. It is one of the
biggest isaies for content providers to proted their
intelledual properties. There are two isues to be
concerned; one is the protedion of ownership such as
copyright of artistic work and the other is authentication
that content should be identical to the original whenit is
distributed. The watermark can provide a solution to the
isaues for copyright protedion [1-3] and authentication
[4,5].

There are many types of watermarking methods proposed
and developed these days. The fragil e watermark [6,7] is
one of the watermarking methods for authentication that
has a low robustness towards modifications where even
small change of the mntent will destroy embedded
information showing that there has been an attempt of
attack. High robustness is a requirement for copyright
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protedion to provide ownership in any kind of attacks.
The fragile watermark method is useful to the areawhere
content is © important that it neels to be verified for it
being edited, damaged or altered such as medical images.

The traditional method used for authentication is
cryptography. It hides data to unauthorized person so
called preserving confidentiality [8]. The popular method
of cryptography is public key encryption, which encrypts
data using a private key, and an associated public key is
used for deayption of seaet message. The problems that
might be arisen in this method are difficulty of
maintenance and dstribution of public key. It has great
strength in confidentiality, but when the data is revealed
to unauthorized personnel, there is no protedion for
content it-self, which is integrity control. There is a
company that doing verification using dgital signature
technology [7] for text messages, but the proposed system
will use digital watermark as an authentication method
for images. The watermark has sgnificant advantages
compared dgital signature systems [9] such as dired
embedding of seaet information to content it-self
requires no additional information for verification while
digital signature neels extra transmisson of data.

Schneider and Chang [6] proposed a method to embed
content-based signature using private key asa watermark.
This authentication scheme also requires distribution of
public key to verify the watermarked image. But the
system proposed in this paper uses client-server model
that server holds an watermark detedion method
internally and client can access to the server using
Internet to verify the image, which does not requires
distribution of public key that maybe the major problem
of using public key ercryption.

The web-based image authentication system using
invisible fragile watermark will be discuss as foll ow.
Sedion 2 introduces a web-based image authentication
method based on digital watermarking including
watermark embedding and server authentication. Sedion
3 shows the experiment results. Sedion 4 dscusses more
robust authentication methods in spatial and frequency
domains using fragile watermark. Concluding remarks
aregiven in Sedion 5.

2 Web-Based Authentication Method

The methods to be discussed in this ®dion are Internet
based client-server model and watermark embedding
scheme. The web-based authentication system consists of
two parts. one is a watermark embedding system and the



other is authentication system. In case of watermark
embedding system, it is instaled in the server as
application software that any authorized user, who has
access to server, can generate watermarked image. The
distribution can use any kind of network transmisson
such as FTP, email etc. Once image is distributed to
externally, client can accessto authentication web pageto
get verification of image.

2.1 Watermark Embedding

The watermarking scheme used in this system is based on
the work of Yeung and Mintzer [8]. The mgjor difference
isthat it uses 7 most significant bits as an input for hash
function where Yeung and Mintzer used color values.
The hash function generates binary value of 0 or 1 using
seaet key that will be substituted to least significant bit
(LSB) of each pixels.

The embedding process sarts with a seaet key that is
used to generate a key dependent binary value function f,
f:{7 MSBs}-> {0,1}. Since the dance of changing
original color valueis around 50% that the change would
be minor and also it isfragile that any change of pixel can
result in detedion.

For a RGB image, the watermark method can be
expresed as;

L(1.) = fr(R(1.})) Ofe(G(i.,j)) Ofa(B(i.)))
for each pixd (i,))
)
where;
f:COLOUR(i,j): {7 MSBs} > {0,1} (hash function with
akey)
ffcoiour(binary) > LSB substituted colour value
Colour ={R, G, B}
i,j :integer variables.
O stands for binary additi on.(each values are shifted then
added).

The watermark is embedded according to this algorithm
refer to Figure 1.The verification is easily chedked using
the relationship L(i,j)=fcoor(color(i,j)) for each pixd (i,)).
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Figure 1. Watermark embedding

2.2 Server Authentication

The seaure web server system has its own seaurity policy
to proted against unauthorized use of it, and also the
firewall to add network seaurity. The server asaimed to

be located in a safe location for physical searity. The
server should be seaure enough to install authentication
system inside of it.

The process of verification would be sarted with
transferring watermarked image to the server. Once the
image is uploaded, server uses its private key to deted
watermark. There culd be an attack while transmitting
image file to the server, so the ectra encryption can be
used to hideimage. Thereisa concept called S (Seaure
Socket Layer), which is the transport layer over TCP/IP
network to provide authentication of server, client and
encryption of messge [10]. Programming APl like
JAVA providesits own interface of S that will be used
in the development of the system. This fulfil s four major
seaurity aspeds, which are the wnfidentiality using
encryption, the integrity using watermark, the access
control using password and the physical seaurity of using
server [9].

The detedion process is an inverse function of (1) to
ched each pixel’s LSB. If there is a difference in any
pixel, the server will generate warning message that the
image may have been modified or damaged. The block
containing false pixe will be displayed instead of spedfic
pixe since attacker may use this information to find out
the binary function. All these information will be
generated in to HTML format. The diagram of figure 2
displays the over all procedure and the structure of the
client-server for authentication.
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Figure 2. Client-Server model

3 Experiment Results

The results sowed that the implemented system deteced
major modifications applied for content of images. The
tested modifications are geometrical modification,
compresson and rotation. The unaffeded areas are shown
in black whereas modified or damaged areas are shown in
white. The average number of pixels have been changed
for watermarking was 52% using 10 diff erent images|tis
minor and invisible to human visual perception sinceit is
proven that modification in LSB value does not affed on
human visual perception by Johnson and Jajodia[18§].

The watermarked images are modified and authenticated
using the system. The original and watermarked images
are shown in figure 3. In this case of image, 53% of the
image's pixels have been change to embed watermark.
The standard deviations of two images are same that has
value of 52.67. The frequency of intensity is not affeced
by LSB substitution.



The geometry attack was applied to marked image in
figure 4. The text is added using same ®lour with
background which is black, the image sequence number
in the top left hand side is changed and the lour
modifications are applied some regions of theimage. The
regions with white @lour are affeded by modification in
the right hand sideimage. The 95% JPEG compresson is
applied to watermarked image in Figure 5. Most of the
region with color other than black turned out to be white
informing of modification.

Figure 6. Rotation attack and detection

In Figure 6, geometrical rotation was applied to marked
image. The black and white vertical lines $ows that the

image is modified. Abowe images are generated for
authentication system reside inside server, a report of
those results are generated in HTML format. The
generated report in HTML format contains affeded
regions and text information; refer tofigure 7. Asaresult,
the implemented system can deted magjor attacks.
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Figure 7. Web generated authentication report

4  Discussion

The proposed system can be used where the @ntent of
image is valuable, which requires it to be ensured in the
distribution that the @py is identical to ariginal. For
example, medical image requires great integrity of
content since any change in image might affed the
diagnosis even it is gnall amount. This could be the
further research area to provide dficient image
authentication tod for medical images. The thread hold
of diagnostically acceptable distortion level is the key
isaue in medical images. Using invertible watermark and
web-based authentication tod like the developed system
may be used without affeding dagnosis. Cosman et al.
[19] has revealed that lossy compresson has littl e dfed
on diagnosis of CT images, which provides a feasibility
of using watermark in medical image.

Asiit is mentioned abowe, the fragile watermark method
used in this gstem has me weak aspeds towards me
attacks like loss/-compresson, interfering seaet binary
logo proposed by Frederich et a. [12] and adso if the
binary function is used for long period of time, it gives
more cance to attackers to crack the function by
gathering information. There are other methods can be
used in fragile watermarking system. The major
categories are spatial domain method and frequency
domain method. These two categories will be discussed
in the foll owing subsedions.



4.1 Spatial Domain Methods

The spatial domain method is about embedding
watermark information diredly into images pixel such as
a method proposed by Bender and Gruhl [11], and the
method used in this implemented system by Yeung and
Mintzer [8]. The LSB subgtitution is the main structure
of this method. It is relatively easy to implement but there
are disadvantages that can not be cndoned such asit is
not robust enough to proted watermark information
against lossy compresson and coll age-attack introduced
by Fridrich, Goljan and Memon [12]. The enhanced
gpatial domain methods were proposed in the asped of
robustness such as ohbtaining digest from hash function
[13] and adding a bipolar M-sequence in the spatia
domain by Wolfgang and Delp [14]. The obedive of
fragil e watermark is embedding breakable mark into the
image. In this asped, the spatial domain methods are
applicable for fragile watermarking scheme if it can
prevent revealing of imbedding functions.

4.2 Frequency Domain Methods

The enmbedding watermark in the frequency domain of a
signal can provide more robustnessthan spatial domain.
It is grong against attack like compresson, cropping
where spatial domain is not. The methods used for
transform to frequency domain are discrete @sine
transformation (DCT) [15-16] and wavel et transformation
[17]. Those methods have high robustnessand it is more
applicable for copyright protedion since fragile
watermark is appropriate for authentication.

5 Conclusion

Digital watermarking is a new technology in multimedia
and signal processng fields. It provides great help in
copyright protedion and authentication. In this paper,
web based image authentication was investigated. There
are advantages of using server-based authenticator since
it can cope with distribution of public key and using extra
seaurity provided within server. Thefragilewatermark is
efficient for authentication of content whether it is altered
or not. The result showed that this gystem could deted
most of modification to content of image. The more
seaure and accurate system can be achieved by using
enhanced watermarking algorithms.
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